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Onpenesnenus

B HacTosiieM 10KyMeHTE UCTIONb3YIOTCS CIAEAYIONME TEPMUHBI U UX OMPEICIICHNUS.

ABTOMATH3HPOBAHHAS CHCTEMA — CHCTEMa, COCTOSIIAsl M3 MEPCOHAIa U KOMIUIEKCA CPEICTB
aBTOMATHU3AlMU €r0 JIEATEIbHOCTH, pealn3yronas HHHOPMAIMOHHYIO TEXHOJIOTHUIO BBIMOJHEHUS
YCTAaHOBJICHHBIX (yHKIIUH.

AyTeHTHGUKAIUS OTHPABUTENS [JaHHBIX — TOJATBEPKICHUE TOrO, YTO OTIPABUTENh
MOJTyYCHHBIX JIaHHBIX COOTBETCTBYET 3as1BJICHHOMY.

Be3onacHocTh MNepCOHANBHBIX JaHHBIX — COCTOSHUE 3alllMIICHHOCTH IEePCOHAIbHBIX
JaHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTHIO  IOJNb30BaTeled, TEXHUYECKUX CpPEACTB U
MH(OPMAITMOHHBIX TEXHOJIOTHHA 00ecreynTh KOHPHUISHIMAIBHOCTD, EJIOCTHOCTh U JAOCTYIHOCTh
MEPCOHATIBHBIX JIAHHBIX MPH UX 00paboTKe B MHOOPMALIMOHHBIX CHCTEMaX NePCOHAIBHBIX JaHHBIX.

Buomerpnueckne mepcoHaJbHbIe JAHHbIE — CBEACHUSA, KOTOPHIE XapaKTEPHU3YIOT
¢u3nonornuecKkue OCOOEHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX MOXHO YCTaHOBHTH €O
JUYHOCTh U KOTOPBIE HCIONB3YIOTCS AJIMUHUCTpAIUEil NI YCTaHOBJICHHS JTMYHOCTH CyOBEKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00pa0baThIBATHCSI TOJNBKO MPH HAJTHMYUHU COTJIACHS B MHCHMEHHOU
dbopMe cyOBeKTa MEPCOHANBHBIX JAaHHBIX (BKIOYas Qororpaduu, OTHEUaTKHU MaibleB, 00pa3
CEeTYaTKH IJ1a3a, 0COOCHHOCTH CTPOCHUS Tela U JPYTYIO M0100HYI0 HH(OPMALIHUIO).

BiokupoBanue mnepcoHATBHBIX [AaHHBIX — BpEMEHHOE IMpeKpamieHue oO0padoTKu
MEPCOHAIBHBIX JAaHHBIX (32 UCKIIOUECHHEM CITydaeB, €Clii 00padoTKa HeoOXoauMa /ISl yTOUHCHHUS
MIEPCOHANBHBIX TAHHBIX).

Bupyc (KoMIbIOTEpHBI, NPOrpaMMHBIN) — HCIOJHIEMBIM IIPOTPAMMHBIM KOJ HIIU
UHTEPIPETUPYEMbId HA0Op HMHCTPYKLUUH, OOJNaaromuii CBOMCTBAMU HECAHKIIMOHHPOBAHHOTO
pacrpocTpaHeHust ¥ camoBocnpousBeeHus. Co3naHHble TyOIHKaThl KOMIIBIOTEPHOTO BUpPYyca HE
BCErZla COBMAJAIOT C OpPUTHMHAIOM, HO COXPAHSIIOT CHOCOOHOCTh K  JalibHeimeMy
pacnpoCTpaHEHUIO U CAMOBOCIPOU3BEICHHUIO.

BpenonocHasi mporpamMma — @porpaMma, OpeJHa3HauyeHHas Ul OCYLIECTBIICHMS
HECAHKLMOHUPOBAHHOT'O JIOCTYIA U (MJIM) BO3JCUCTBHS HA MEPCOHAIbHbIE JaHHbIE UM PECYpPCHI
WH(POPMATMOHHON CHCTEMBI TEPCOHATBHBIX JTaHHBIX.

Bcecnomorare/ibHble TeXHHYECKHE CPEICTBA U CHCTEMbI — TEXHUYECKUE CPEICTBA U CUCTEMBI,
HE TIpeAHA3HA4YeHHBbIE I Tiepenadd, oOpabOTKM M XpaHEHWS TMEPCOHAIBHBIX JIAHHBIX,
yCTaHaBJIMBaeMble COBMECTHO C TEXHHMUYECKHMMM CPEACTBAMHU M CHUCTEMaMH, NpelHa3HAaueHHBIMU
it 00pabOTKM TEPCOHANBHBIX JIAHHBIX WA B TIOMEHICHUSX, B KOTOPBIX YCTaHOBIICHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTynl B ONepalOHHYIO cpely KoMmmbloTepa (MHGOPMAIMOHHON CHCTEMbI MEPCOHATBHBIX
AAHHBIX) — TIOJTyYeHHE BO3MOXKHOCTH 3aITyCKa Ha BBITIOJTHEHUE IUTATHBIX KOMaH/, (PyHKLMH, Mporeayp
OIEPaIMOHHON CHCTeMbI (YHUYTOKEHHUS, KOMUPOBaHUS, NIEpeMENICHHs U T.II.), UCTIONHAEMbIX (pailyioB
NPHUKJIAIHBIX IPOrPaMM.

Joctyn k uH(popManuu — BO3MOXKHOCTB ITOTy4IeHHsI HHPOPMAITHH 1 €€ HCITOTb30BaHusl.

3aki1ag04HOe YCTPOWCTBO — BJIEMEHT CPEICTBA CheMa HMH(OPMALMM, CKPBHITHO BHEIPSEMBIi
(3aKsTabIBaEMBbIi T BHOCHMBIIA) B MECTa BO3MOYKHOTO CheMa MH(pOpMaIH (B TOM YHKCIIE B OTPaK/IeHHUE,
KOHCTPYKIIMIO, 000pYy/I0BaHUE, TIPEMETHI UHTEphepa, TPAHCIIOPTHBIE CPEZCTBA, A TAKKE B TEXHHMUYECKHE
CpEZCTBAa M CUCTEMBI 00pa0OTKU HHPOPMALIHH).

3anmmaemass uHopMauusa — uHOOPMALS, SBISIOMASACS IPEIMETOM COOCTBEHHOCTH H
MOAJIeXkKAIasl 3alUTe B COOTBETCTBMM C TpeOOBAaHUSIMU MPABOBBIX JOKYMEHTOB WM TpeOOBaHUSIMHU,
YCTaHABIIMBAEMbIMU COOCTBEHHUKOM HMH(OPMAITUH.

HNnentuduxanusa — TpUCBOCHHE CyOBEKTaM M OOBEKTaM JOCTyna HACHTH(UKaTopa W (WIn)
CpaBHEHHE NPEABSBIISIEMOr0 HACHTU(HUKATOPA C IEPEUHEM ITPUCBOCHHBIX UACHTH(PHKATOPOB.

HNudopMaTUBHBIN CUTHAJ — JIEKTPUUYECKUE CUTHAIIBI, aKyCTUYECKHUE, AIIEKTPOMArHUTHBIE U IPyrvie
¢bu3MYeckue oIS, Mo MapamMerpamM KOTOPBIX MOMKET OBITh PacKpbITa KOH(HIACHIMATbHAS WH(OpMAIS
(mepcoHaBHBIE TaHHBIE) 0OpadaThiBacMasi B TH(OPMAIIMOHHOM CUCTEME TIEPCOHATLHBIX JTAHHBIX.

Nudopmanuonnass cucrema mnepcoHanbHbIX AaHHbIX  (MCIIJH) —COBOKYIHOCTh
comepxammxcs B 0a3ax JaHHBIX NMEPCOHAIBHBIX JTaHHBIX M OOECIEYMBAIONIMX HX 00pabOTKy
MH(POPMAIIMOHHBIX TEXHOJIOTMHA U TEXHUYECKHX CPE/ICTB.
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HNudopmaimonHbie TEXHOJOTHMHM — TIPOIECCHI, METO/ABI TOWCKA, cOOpa, XpaHeHws, 00pabOoTKH,
MPEIOCTABIICHNS, PACIIPOCTPaHEHUs] MH(POPMALIMA U CIIOCOOBI OCYIIIECTBIICHUSI TaKUX IPOLIECCOB U
METOJIOB.

Hcnonb3oBaHue MnepcoHATbHBIX [JAaHHBIX — JCWCTBUS (OmMepanuu) C MEepPCOHAIbHBIMU
JaHHBIMH, COBEpIIAEMbIE ONEPATOPOM B LENAX HPUHATHS PEHICHUH WM COBEPIICHUS WHBIX
NEHCTBHM, MOPOXKAAIOIIUX FOPUIUUYECKUE MOCIEACTBUS B OTHOIIEHUHM CyOBEKTa MEPCOHAIBHBIX
JAHHBIX WM JAPYIHX JHI JMOO MHBIM 00pa3oM 3aTpardBarolIMX MpaBa M CBOOOIBI CyOBEKTa
MEePCOHANBHBIX JaHHBIX WU APYTUX JIHII.

Hcrounuk yrpo3sl 0e3omacHOCTH MH(pOPMALMH — CYOBEKT JOCTYIA, MATePUATGHBIA OOBEKT WIIH
(brBuYecKoe SIBJICHNUE, SIBISIOLIMECS MPUYUHON BO3HUKHOBEHUS YTPO3bl 0€30MacHOCTH HH(OPMALIHH.

KonTtposmpyemasi 30Ha — IpoCcTpaHCTBO (TEPPUTOPHS, 3AAHHE, YaCThb 31aHHs, TOMEIIEHHE), B KOTOPOM
UCKJTIOYEHO HEKOHTPOJUPYeMOe MpeObIBaHEe TTOCTOPOHHUX JIMII, A TAKKE TPAHCTIOPTHBIX, TEXHMYECKUX U
MHBIX MaTePUAIBHBIX CPEICTB.

KonpuneHumanbHOCTh IEPCOHATIBHBIX JAHHBIX — 0053aTENBHOE [T COOMIOICHUS ONIEPaTOPOM WITH
WHBIM TIONYYMBIIAM JIOCTYIT K TIPCOHATBHBIM JIAHHBIM JIMIIOM TpEeOOBaHHE HE JIOIMYCKaTh WX
pacrpocTpaHeHne 0e3 cornacus CyObeKTa MEpCOHATBHBIX MAHHBIX WIM HAIWYUS HHOTO 3aKOHHOTO
OCHOBAHUS.

Me:xceTeBoii IKpaH — JOKaIbHOE (OAHOKOMIIOHEHTHOE) WM (DyHKIMOHATLHO-pAcHpeeieHHOe
MporpaMMHOe  (IIpOrpaMMHO-aNIApaTHOe)  CPEACTBO  (KOMIUIEKC), peaM3yloliee KOHTPOJIb  3a
uH(OpMaIHeH, TOCTYIAOIIeH B HHPOPMAIIMOHHYIO CUCTEMY MTEPCOHATBHBIX JaHHBIX U (MITH) BBIXOJISILECH
13 MH(GOPMAITMOHHON CUCTEMBI.

Hapyumrens 06e30macHOCTH NEPCOHAIBHBIX [JAHHBIX — (U3MYECKOE JIMIIO, CIy4aiiHO WIH
TIPETHAMEPEHHO COBEPIIAIONICE JCHCTBUS, CIEJCTBHEM KOTOPBIX SIBJISIETCS HApyIICHHWE O€30MacHOCTH
TIEPCOHATILHBIX JIAHHBIX TPU MX 00pabOTKe TEXHUUYECKHMH CPEACTBAMU B MH(OPMAIIMOHHBIX CHCTEMax
TIEPCOHAIGHBIX JIAHHBIX.

HeaBTromaTu3npoBanHasi 00padoTka NepCcOHAIbHBIX JAHHBIX — 00paboTKa MepCOHATBHBIX
JAHHBIX, COJepXalMXcsi B HMHPOPMALMOHHOW CHCTEME MEePCOHAIBHBIX JaHHBIX JHOO
W3BJICUCHHBIX W3 TaKOH CHCTEMBI, CUMTAETCS OCYIIECTBICHHOW O€3 WCIIOJIB30BaHMS CpPEACTB
aBTOMaTH3alMy (HEaBTOMAaTHU3UPOBAHHOI), €CIIU Takue JEeMCTBUS C NMEPCOHAIBHBIMHU JIAHHBIMHU,
KaK WCIIOJIb30BaHNE, YTOYHEHHWE, PacCHpOCTPAHEHUE, YHUUYTOKEHHE ITEePCOHAIBHBIX IaHHBIX B
OTHOLICHMM KaXIOrO0 U3 CYOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIOTCS MpHU
HETIOCPEJICTBEHHOM yYaCTHH Y€JIOBEKA.

HenexsiapupoBaHHbIe BO3MOKHOCTH — (DYHKIMOHATBHBIE BO3MOYKHOCTH CPEJICTB BBIUMCIUTEIBHOM
TEXHUKH, HE OIMCAHHbIC WM HE COOTBETCTBYIOIIHE ONMMCAHHBIM B JIOKyMEHTAIIMH, TIPH HCIIOJIH30BaHNUH
KOTOPBIX ~ BO3MOXXHO  HapylleHHEe KOH(UICHIMATbHOCTH, JOCTYITHOCTH WM  IIEJIOCTHOCTH
00pabaTbIBaeMoit HHpOpMaIUH.

HecanKMOHMPOBAHHBI J0CTYN (HECAHKLIMOHMPOBAHHBIE JeficTBUsI) — JIOCTYN K MH(opMaImu
WM JeicTBHUS ¢ MH(OpMAIMeH, HapyIIaroie NpaBiiia pasrpPaHIIeHHUs JOCTYNA C WCIONB30BaHUEM
IITaTHBIX CPEJICTB, MPEIOCTABIISIEMBIX HH(POPMAIIMOHHBIMU CHCTEMAMU NIEPCOHATBHBIX JAHHBIX.

Hocurenb ungopmanuu — Gr3uUecKoe JUII0 WM MaTepHAITBHBIN 00BEKT, B TOM YHCIe (DH3MIECKOS
nosie, B KOTOPOM HH(OpMAlMs HAXOIUT CBOE OTPAKEHHWE B BHJIE CHUMBOJIOB, OOpa3OB, CHUTHAJIOB,
TEXHIYECKHX PEIICHU U TIPOLIECCOB, KOIMIECTBEHHBIX XaPAKTEPUCTUK (PU3MUIECKUX BEITNIHH.

O0e31M4YMBaHMe NMEPCOHAIBHBIX AAHHBIX — JICHCTBUS, B pe3yJbTaTe KOTOPHIX CTaHOBHUTCS
HEBO3MOXXHO 0€3 MCIOJIh30BAHUS JOMOIHUTEIHHON WH(GOPMAIUK OMPEIeTUTh MPUHAIIC)KHOCTh
MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHAIBHBIX JaHHBIX.

O0paGoTka nepcoHANBLHBIX [JAaHHBIX — JI00O€ jelicTBUE (omepalus) WIM COBOKYITHOCTb
neiicTBUil  (omeparyii), COBEPIIAEMBIX C HCIOJb30BAaHUEM CpEICTB aBTOMATH3alMU WM 0e3
UCTIONB30BAHMS TaKUX CPEACTB C MEPCOHAIBLHBIMU JaHHBIMU, BKITFOUas cOOp, 3aIlkCh, CUCTEMATU3ALIUIO,
HAKOILJICHUE, XpaHEeHHe, yTouHeHrne (OOHOBJIEHHE, N3MEHEHHUE), U3BJICUCHHE, UCIIONB30BaHUE, NTepeaady
(pactipocTpaneHre, TPEIOCTaBICHHE, JOCTYI), OOE3MMYMBaHWE, OJOKMPOBaHHE,  y/IaJcHHE,
YHUUTOXKEHHE MEPCOHATIBHBIX TaHHBIX.

OO0menocTynHble  NMepPcOHA/IbHbIE  [JaHHbIe —  TEPCOHAIbHBIE  JaHHbIE,  JOCTYM
HEOIPAaHMYEHHOI'0 Kpyra JIMI K KOTOPBIM MPEAOCTABICH C COIJacHs CyOBEeKTa MEepPCOHAIBHBIX
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JTAHHBIX WM Ha KOTOpPhIE B COOTBETCTBUHU C (helepaibHBIMU 3aKOHAMHU HE PaCIpOCTpaHsIeTCs
TpeboBaHUE COOTIOICHNS KOHPUACHITNATHHOCTH.

Oneparop (MepcoOHANBHBIX JAHHBIX) — TOCYJApPCTBEHHBI OpraH, MYHUIMIAIBHBIA OpraH,
IOPUJIMYECKOEe WM (DM3UUYECKOE JIMIO, CAMOCTOSTENIBHO MIIM COBMECTHO C APYIMMHU OpraHH3yrollee U
(MM) OCYIIECTBIISIIOIIEE 00PA0OTKY MEePCOHATBHBIX JAHHBIX, a TAKKE OMPENEISIONHE e 00padOTKU
HEPCOHATBHBIX JAHHBIX, COCTAaB EPCOHANbHBIX JJAHHBIX, TOIEKAIMX 00paboTKe, NEHCTBHUS (ONepaLun),
COBEpIIIAEMBIE C NIEPCOHATBLHBIMU TAHHBIMH.

Texunyeckne cpeacrsa MHGOPMALMOHHONW CHCTEMbl MEPCOHAJIBHBIX JAHHBIX — CPEICTBA
BBIUHCITUTEFHON TEXHUKH, HH()OPMAIIMOHHO-BBIUHUCIIUTENILHBIE KOMITUIEKCHI M CETH, CPEICTBA U CUCTEMBI
nepegau, npuema u oOpabotku IIJ[H (cpeactBa M cHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHMS,
3BYKOBOCIIPOM3BE/ICHHS], IIEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOICTBA, CPEACTBA M3TOTOBJICHUS,
THPAKMPOBAHMS JIOKYMEHTOB M JIpyrue TEXHUUECKUE CpeJicTBa 00pabOTKU pedeBoH, rpaMuecKoi, BUIeo-
1 OyKBEHHO-IM(POBOM HMH(OpPMAIMK), MPOrPaMMHBIE CPEACTBA (OMEPAIMOHHBIC CHUCTEMBI, CHUCTEMBI
ynpasiieHus: 0azaMH JaHHbBIX U T.I1.), CPECTBA 3alUThI HHPOPMALWH, IPUMEHEMbIE B MH(OPMALIIOHHBIX
CHCTEMaX.

IlepexBat (MH(pOpMaMM) — HEMPAaBOMEPHOE MNOJIYy4YeHHE HH(POPMALMU C HCIIOJIB30BAaHHEM
TEXHUYECKOIO  CPEJCTBA,  OCYILECTBISAIOUIET0  OOHAapy)XeHue, ImpueM U  00paboTKy
MH(GOPMATHUBHBIX CUTHAJIOB.

Ilepconanbuble gaHHbIe — JMr00as WHPOPMAIHS, OTHOCAIIASCA K NPSAMO MM KOCBEHHO
OIpeIeIECHHOMY WJIU ONpesesieMoMy (pu3ruecKoMy JIULy (CyOBEKTY MepCOHAIBHBIX JaHHBIX).

IToGouHbIe 3J1eKTPOMATHUTHbIE H3JIYYeHUS] M HABOJKHM — 3JCKTPOMArHUTHBIC H3ITy4CHHS
TEXHUYECKUX CPEACTB OOpabOTKH 3amuiiaeMoil nHpopMalnuy, BO3HHMKAIOIIME Kak MOOOYHOE
SIBJICHHE ¥ BBI3BAHHBIC AJIEKTPHUECKUMH CHUTHAJIAMH, JCHCTBYIOUIMMH B HMX JSJIEKTPHYECKUX H
MarHuTHBIX LEMSAX, a TAKXKE JIEKTPOMArHUTHBIE HABOJIKU ITUX CHUTHAJIOB Ha TOKOIPOBOJAIIME
JIMHWAW, KOHCTPYKIIMH U TICTIN TTHTAHUSL.

IMoauTHka  «YUCTOrO  C€TOJNA» —  KOMIUIEKC  OpPraHM3allMOHHBIX  MEPONPUSATHH,
KOHTPOJIMPYIOIUX OTCYTCTBHE 3allMChIBaHUS Ha OyMaKHble HOCUTENU KIO4ed U aTpuOyTOB
nocrtyna (rmapoJseit) 1 XxpaHeHus: X BOJIM3U 0O0BEKTOB JIOCTYIIA.

IHonb3oBaTenb  MH(MPOPMALUMOHHOM  CHCTEMbl IEPCOHANBHBIX  JaHHBIX —  JHIO,
ydJacTBytomiee B (YHKIIMOHUPOBAHUU WHPOPMAITMOHHONW CUCTEMBI MEPCOHAIBHBIX JNAaHHBIX WU
UCHOJIB3YIOLIEee PEe3yIbTaThl €€ (PYHKIIMOHUPOBAHMSL.

IIpaBuiia pasrpaHu4eHusi J0OCTYNa — COBOKYIHOCTh IPABWJI, PETIAMEHTHPYIONIUX MpaBa
J0CTyINa CyOBEKTOB JJOCTYIA K 00bEKTaM JI0CTYyIa.

IIporpamMmmuasi 3akJjiaakKa — KOJ| MPOTPAMMBI, NPEJHAMEPEHHO BHECEHHBIH B IMPOTpamMMy C
LEJIBI0 OCYIIECTBUTh YTEUKY, H3MEHUThb, OJIOKUPOBAaTh, YHUYTOXKHUTb MH(OPMAIUIO WU
YHUUYTOXXKUTh M MOAM(PHUIMPOBATH IMPOrpaMMHOE obecrieyeHrne HWHGOPMALMOHHOW CHCTEMBbI
NEPCOHAIBHBIX JAHHBIX U (MJIK) OJIOKUPOBATh anmnapaTHbIE CPEJICTBA.

IIporpaMmmHoe (MPpOrpaMMHO-MaTeMaTH4YeCKOe) BO3/eiiCTBHE — HECAaHKIIMOHMPOBAHHOE
BO3/ICCTBUE Ha PeCypChl aBTOMATU3MPOBAHHOW MH(POPMALIMOHHON CHCTEMBI, OCYLIECTBISIEMOE C
WCTIOJIb30BaHHEM BPEIOHOCHBIX TTPOTPAMM.

PackpbiTHe NepCcOHATBHBIX JAAHHBIX — YMBIIUICHHOE WM CIy4ailHOe HapyIIeHue
KOH(HICHIINATLHOCTH MTEPCOHATBHBIX JJAHHBIX.

PacnpocTpaHeHue NepCOHANBHBIX JAHHBIX — JICHCTBUS, HaNpaBICHHBIE HAa PACKpPbITHE
MIEPCOHATBHBIX JAHHBIX HEOTPEICICHHOMY KPYTY JIHII

Pecypc unHdopMauHOHHOI cHCTeMbl — UMEHOBAHHBIN 3JIEMEHT CHCTEMHOTO, MPHUKJIAJIHOTO
WM arnmapaTHoro odecnedeHus QyHKIMOHUPOBAHUS HH(POPMAIIIOHHON CUCTEMBI.

CneunuajbHble KATerOPUM NMEPCOHAIBHBIX JAHHBIX — IICPCOHANBHBIC IaHHBIC, KaCAIOIINEeCs
pacoBoi, HAlIMOHAJIBHONW NPUHAAJIEKHOCTH, TOJUTHYECKUX B3IJISI0B, PEIUTHO3HBIX WU
¢unocopckux yOeKIEHHM, COCTOSHUS 3A0POBbS M MHTHUMHOW KH3HH CYyOBEKTa IEepCOHAIbHBIX
JAHHBIX.

CpeacrBa BbIYMCINTEIbHOW TEXHUKH — COBOKYIHOCTh MPOTPAMMHBIX M TEXHUYECKHUX 3JIEMEHTOB
CHCTEM OOpabOTKH JIaHHBIX, CIIOCOOHBIX (DYHKIIMOHHPOBATH CAMOCTOSITEIFHO MJIM B COCTABE JPYTUX
CHCTEM.
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Cy0bexT nocrynma (cy0beKT)— JMIO WIM TPOLECC, ASHCTBUS KOTOPOrO PpEryiaMEHTHPYHOTCS
MpaBWJIaMU pa3rpaHUYEHHUs JOCTYTIA.

Texnuuyeckuii KaHaA yTe4ykd MH(OPMAIMH — COBOKYITHOCTh HOCHTENSI MH(pOpMAIMK (CPEACTBA
00paboTKH), (H3UUECKON cpenbl pacHpOCTpaHeHUs] WH(POPMATUBHOTO CHTHAIA M CPEACTB, KOTOPHIMHU
noOBIBaeTCs 3anuinaemMast iHpopmarus.

TpancrpannyHasi nepegaya NepcoOHAJbHBIX JAHHBIX — Mepefada NEePCOHAIBHBIX JTAHHBIX
onepatopoM uyepe3 [ocynapctBeHHyro rpanuny Poccuiickoit ®enepauviu OpraHy BIJIACTH
WHOCTPAHHOTO TOCYIapcTBa, (U3MUYECKOMY WU OPUIAMYECKOMY JIMIy HHOCTPAHHOTO
rocy/1apcrBa.

¥Yrpo3bl 0e30MaCHOCTH NePCOHATBHBIX IAHHBIX — COBOKYITHOCTb YCJIOBUM U (hJaKTOPOB, CO3IAOIIINX
OIIACHOCTh HECAHKLMOHMPOBAHHOIO, B TOM YHCJIE CIIy4aiiHOro, JIOCTyIla K IEPCOHAIBHBIM JIaHHBIM,
pe3ybTaTOM KOTOPOrO MOXKET CTarh YHUYTOXKEHHE, W3MEHEHHE, OJIOKMPOBAHME, KOIMPOBAHHUE,
pacIpoCTpaHEHNE NEPCOHATBHBIX JAHHBIX, a4 TAKKE WHBIX HECAHKIMOHUPOBAHHBIX JIEMCTBHUA MPH UX
00paboTKe B MHPOPMAIMOHHOM CUCTEME MEPCOHATIBHBIX TAHHBIX.

YHUYTOKeHHE TePCOHAIBHBIX JAHHBIX — JICHCTBHSA, B PE3Y/IbTaTe KOTOPBIX HEBO3MOXKHO
BOCCTaHOBUTB COJIEPKaHUE MEPCOHATBHBIX JaHHBIX B HH(POPMAIIMOHHON CUCTEME MEPCOHATBHBIX JAHHBIX
W B pe3yJIbTaTe KOTOPbIX YHUUTOKAKOTCS MaTepraibHble HOCUTEIH [IEPCOHANBHBIX TAHHBIX.

Yreuka (GammmaeMoil) HHGOPMAIMM 1O TEXHMYECKHMM KAHAJIAM — HEKOHTPOJIUPYEMOE
pactpocTpaneHre HHPOPMAIMK OT HOCHUTENISI 3alinaeMoil nHhopMamu depe3 (pU3HUecKyro cpey 10
TEXHUUYECKOTO CPEJICTBA, OCYILIECTRISIOIIETO EpeXBaT HHHOPMAIUH.

YA3BUMOCTB — CITAa0OCTh B CPENICTBAX 3aLIUTHI, KOTOPYIO MOYKHO HCIIONIB30BATh ULl HAPYIICHUS
CHCTEMBI WU coieprKareiics: B Helt nH(opMaLii.

LenocrHocT  WH(pOpMAIMH —  CIIOCOOHOCTb  CPEICTBA  BBIYMCIWTEIIBHOW  TEXHUKA WM
ABTOMATHU3UPOBAHHON CHUCTEMBbI O0ECIICUMBATh HEM3MEHHOCTh MH(MOpMAIK B YCJIOBUSX CIy4altHOTO
W/WIY IpEIHAMEPEHHOTO UCKAYKEHUS (pa3pyLLeHus ).
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OBO3HAYEHMUSA U COKPALLEHUSA
— aHTUBUPYCHBIE CPEJICTBA
— aBTOMATU3UPOBAHHOE paboyee MecTo
— BCIIOMOTaTelIbHbIE TEXHUYECKHUE CPEACTBA U CUCTEMBI
— MH(OPMAIIMOHHAS CUCTEMA MEPCOHATIHBIX TAHHBIX
— KOHTpOJIMpyeMasi 30Ha
— JIOKAJIbHASI BBIYUCIUTEbHAS CETh
— MEKCETEBOM dKpaH
— HECAHKIIMOHUPOBAHHBINA TOCTYTI
— OlepalMOHHAs CHUCTEMA
— TIEPCOHATLHBIC JIAHHBIC
— MPOrPaMMHO-MaTeMaTUYECKOE BO3/ICHCTBUE
— IporpammHoe o0ecreueHme
— TIOOOYHBIE AEKTPOMArHATHBIE U3ITYyUYEHHS U HABOJKU
— CHCTEMa aHaJIu3a 3allUIIEHHOCTH
— CpeZCTBa 3alluThl HHpOpMALUH
— cucteMa (TMOACKUCTEMA) 3aIUThI NEPCOHATBHBIX JaHHBIX
— cucteMa oOHapyXEHHs] BTOPKEHUH
— TEXHUYECKHE KaHAJIbl YTEUKH HHPOpMaIIIH

— Yrpo3bl OE30MaCHOCTH IEPCOHATHHBIX TAHHBIX
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BBEJIEHUE

Hacrosmas Ilonmutrka napopmanmronnoi 6e3omacnoctu (nanee [Momuruka) MJIOY Ne 3 (ma-
nee — YUpexxJeHHe) sBISETCS OUIHATBHBIM TOKYMEHTOM.

[Tonutuka pa3paboTrana B COOTBETCTBHH ¢ TpeboBaHUAMU DenepalibHOTO 3aKOHA OT 27 UIOJs
2006 1. Ne 152-®3 «O mepcoHalnbHBIX JaHHBIX» U MocTaHoBIeHUs llpaButenscTBa Poccuiickoit
Oenepanun ot 1HOsIOpss 2012 1. No 1119 «OO6 yTBepkaeHHM TpeOOBAaHUM K 3alIuTe
NEPCOHATBHBIX JAHHBIX NP UX 00paboTKe B HMH(OPMAIMOHHBIX CHCTEMax IEPCOHATBHBIX
JAHHBIX», HA OCHOBAHUU:

- «Pexomenaanuii mo odecreyeHnIo 0e30MaCHOCTH MEPCOHATBHBIX JJAHHBIX MPH UX 00paboTKe
B MH()OPMAIIMOHHBIX CUCTEMAaxX MEPCOHAIBHBIX JAHHBIX», YTBEPKIECHHBIX 3aMEeCTUTENIEM JU-
pexropa @CTIOK Poccun ot 15.02.2008 r.,

- «TunoBbIX TpeOoBaHU IO OpraHU3alUK U 00eceYeHuI0 (HYHKIIMOHUPOBAHUS MH(POBAIIb-
HBIX (KpunTorpaduieckux) CpeicTB, NPeAHa3HAYEHHbIX ISl 3alluThl UH(pOpMAaLUH, HE CO-
JieprKalieil CBeICHH, COCTaBIISIONINX FOCYIapCTBEHHYIO TaliHy B Clyyae M3 MCIOIb30BaHUS
s oOecrieueHns: 0€30MacHOCTH MEPCOHATIBHBIX JAHHBIX TIPH UX 00paboTKe B MH(POPMAITHOH-
HBIX CHCTEMaXx MepCOHANBLHBIX JIAHHBIX», YTBEPkKIEeHHBIX pyKoBoacTBoM 8 Llentpa ®Cb Poc-
cum 21.02.2008 1. Ne 149/6/6-662.

B Tlonutuke ompenenensl TpeboBanusi k mnepcoHany WCIIJIH, cTeneHb OTBETCTBEHHOCTH
NepcoHana, CTPyKTypa M HEOOXOAWMBIH YpPOBEHb 3aIIMIIEHHOCTH, CTAaTyC W JOJDKHOCTHBIC
00s13aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecredeHue Oe30MacHOCTH MEePCOHANbHBIX
nauubix B UCI/Iu YupexaeHus.
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1 O01me MoJI0KEHU

Lenpro Hacrosei [Tonutuku sBasercs odecrneuenrne 0€301acHOCTH 00bEKTOB 3aIUThI

VupexaeHus OT BceX BHAOB yrpo3, BHEIIHUX W BHYTPEHHUX, YMBIIUICHHBIX |
HEeMpeIHaMEPEeHHBIX, MUHUMU3AIUs yiiepda OT BO3MOXKHOHW pealn3anuu yrpo3 0e30macHOCTH
[T du (YBITIn).

besomnacHocTh NECPCOHAIIBHBIX JAHHBIX JOOCTUT'ACTCs mIyTeM NCKIIFOUCHU L
HECAaHKIIMOHUPOBAHHOTO, B TOM UYHCJE CIIY4allHOTO, JOCTyNa K TEePCOHAIBHBIM JIaHHBIM,
pPE3yNIbTaTOM KOTOPOTO MOXET CTaTh YHHYTOXXCHHE, U3MCHEHHUE, OJOKHpPOBAHHE, KOIUPOBAHHE,
pacrpocTpaHeHHe NTePCOHANIBHBIX TAHHBIX, a TAK)KE WHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUM.

Wudopmanus u cBA3aHHBIE C HEHl pecypchl AOJDKHBI ObITh AOCTYIHBI JUJIsI aBTOPHU30BAHHBIX
nonb3oBareneil. JIOKHO OCYIIEeCTBIATHCS CBOCBPEMEHHOE OOHApPY)KCHHE M pearupoBaHHE Ha
VBII/IH.

JIOMKHO OCYIIECTBISATHCS MPEIOTBpPALCHHE MPEAHAMEPEHHBIX HIIM CIYYalHbBIX, YACTUYHBIX
HJIM IMOJIHBIX HCCAHKIIMOHHWUPOBAHHBIX MOIII/I(l)I/IKaIII/If/'I WM YHUYTOXKCHUA NIEPCOHATIbHBIX JaHHBIX.

CocTaB 00BEKTOB 3alUTHl IpeacTaBieH B IlepeuHe mepcoHaNbHBIX JAaHHBIX, YKa3aHHOMY B
[onoxennn 06 00pabOTKE MEPCOHANBHBIX TAHHBIX.

Cocras UCII/[IH, moanexamux 3amiure, npeacTtaBlieH B AkTe o00cieI0BaHUS TEKYIIETo
COCTOSIHUS TEXHUYECKOU 340U ThI ICPCOHAJIBHBIX TAHHBIX.
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2 O6aacTh aelcTBUA

TpeboBanust Hactosmeil [lonuTUKM pacpoCTpaHSAIOTCS Ha BCEX COTPYAHMKOB YUpPEKICHUS
(IITaTHBIX, BPEMEHHBIX, PAOOTAIOIMX IO KOHTPAaKTy M T.[I.), a TaKXe BCEX IPOYUX JIHIL
(mOIpsATUMKH, Ay TUTOPHI U T.I1.).
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3 Cucrema 3alIUTHI IEPCOHAJIBHBIX TaHHBIX

Cucrema 3amuThl nepcoHasibHbIX AaHHbIX (C3I1[IH), cTpouTCS Ha OCHOBAaHUH:

- AxTa 00cCIe10BaHus TEKYILETro COCTOSHHUSA TEXHUYECKOM 3allUThl TEPCOHATBHBIX TAHHBIX;
- [lepeuns nepcoHaIbHBIX JAHHBIX, OAIEKAIMX 3AILUTE;

- AxTOB Kiaccuukany HHPOPMAIIMOHHBIX CUCTEM IEPCOHANBHBIX JAHHBIX;

- YacTHBIX MoJIeNell akTyallbHbIX yrpo3 U BeposTHoro HapymuTenst UCIIH;

- [TonmokeHus o pa3rpaHUYEHUH [IPaB JOCTYIA K IEPCOHAIBHBIM JaHHbIM;

- PyxoBosimmx nokymenToB @CTIK u @Ch Poccun.

st o6ecrieuenus 3amuTsl UCITIH HeoOXxoaumMo coOMI0IeHnEe OpraHu3alldOHHO-TEXHUYECKUX
Mep. AIMHUHUCTpaIel odbecreunBaeTcst 0€30MacCHOCTb MEPCOHATBHBIX IaHHBIX B COOTBETCTBUH C
HEO0OXOIMMBIM YPOBHEM 3aIUIICHHOCTH, KOTOpas OMucaHa B TeXHUYECKOM 3aJJaHUU Ha CO3/IaHue
cuctemsbl 3ammThl g UCIIAH. B Yupexnenun onpeneneHbl akTyalbHbIE YIPO3bl 0€30MaCHOCTH
[1/IH, xoTopble omucaHbl B YacTHOM MOJAENN aKTyaJbHBIX YIpPO3 M BEPOSTHOTO HapPYIIUTEIS
NCTL/n.

[lon akTyalbHBIMM Yrpo3aMud O€30MAaCHOCTH IEPCOHAJBHBIX JIaHHBIX IOHHUMAETCS
COBOKYITHOCTb yCIIOBUI u ¢baxTopos, CO3/1AI0IINX aKTyaJIbHYIO OIaCHOCTb
HECAaHKIMOHUPOBAHHOI'O, B TOM YHUCJE CIy4alHOIO, JOCTYIAa K MEPCOHAIbHBIM JaHHBIM IIPU UX
00paboTke B MHPOPMALMOHHON CHCTEME, PE3yJIbTaTOM KOTOPOTO MOTYT CTaTh YHHUYTOXKEHHE,
U3MEHeHHe, OJOKMpOBaHUE, KOMHMPOBAHME, MPEJOCTaBICHHE, PACIPOCTPAHEHHE IMEPCOHATBHBIX
JTAaHHBIX, @ TAKXKE UHbIC HETIPAaBOMEPHBIE JCHCTBUS.

VYrpo3sl 1-ro Tuna akTyanbHBI A7 UH()OPMAIIMOHHOM CHUCTEMBI, €CIIM ISl Hee B TOM YHCIe
aKTyaJlbHbl YIpO3bl, CBSA3aHHbIE C HAJIMYUEM HEJOKYMEHTUPOBAHHBIX (HEIEKJIApUPOBAHHbIX )
BO3MOKHOCTEH B CHCTEMHOM IIPOrpaMMHOM O0O€CHeueHHH, HCIOJIb3yeMOM B MH(POPMALMOHHOM
CHCTEME.

VYrpo3sl 2-ro TUNa akTyaidbHbI U1 UH()OPMAIIMOHHON CHUCTEMBI, €CIM /ISl Hee B TOM YHCIIe
aKTyaJlbHbl YIpO3bl, CBSA3aHHbIE C HAJUYUEM HEJOKYMEHTHPOBAHHBIX (HEIEKJIapHUpPOBAaHHBIX)
BO3MOKHOCTEH B MPUKJIAJHOM HMPOrpaMMHOM OOECIIEYEHHH, UCIIOIb3YEMOM B MH(POPMALIMOHHOM
CHCTEME.

VYrpo3sl 3-TO TUMA aKTyalbHbl Ui MH(OOPMAIIMOHHONW CUCTEMBI, €CJIM JUIl Hee aKTyalbHbI
yIpo3bl, HE CBS3aHHbIE C HAJIWYMEM HEJOKYMEHTHPOBAHHBIX (HEIEKJIapUPOBAHHBIX)
BO3MOKHOCTEH B CHCTEMHOM M HPHUKIAJHOM NPOTPAMMHOM OOECHEUYeHUH, HCIOJIb3YeMOM B
MH(OPMALIMOHHOW CUCTEME.

Ha ocHOBaHMU 3THX JJOKYMEHTOB OIpeJeNieTcsl He0OXO0AUMBIN ypoBeHb 3amuinenHocty 111
kaxxaoi VUCIn Yupexnenus. Ha ocHoBaHMM aHann3a akTyalbHBIX yrpo3 OesomacHoctu [1/1H,
ONMCAaHHOTO B YacTHOW MOJAENN aKkTyalbHBIX yrpo3 U BepositHoro Hapymutens UCIIJIH u Otuera
0 pe3yibTaTax IPOBEJIEHUS BHYTPEHHEH NpOBEpKe, NelaeTcs 3aKJIIUYeHHe O HEeOOXOIMMOCTH
UCTOJIb30BAHUS TEXHUYECKUX CPEJICTB M OPraHM3alMOHHBIX MEPONpPUATHH A obecriedeHus
6esomacHoctu II/[H. BriOpanHble HeoOXoaumble MeponpusiTusi oTpaxaiorcs B [lnane
MEPOIPUITHH 110 3aIIUTE TEPCOHAIBHBIX JaHHBIX.

Jns xaxxnoit MCIIJIH nomkeH OBITH COCTaBIEH CIHMCOK MCIONB3YEMbIX TEXHHUUYECKHX CPENICTB
3alUThl, a TaK K€ MPOrpaMMHOro obecrneueHus, ydacTtByrouero B odopaborke I1/[H, Ha Bcex
anementax UCITx:

- APM nonn3oBareneii;

- CepBepa NpuII0KEHNIH;

-CYB/;

- I'panuua JIBC;

- KanasnoB nepenaun B ceTu 00IIEro Moib30BaHus U (MITH) MEXITYHAPOTHOTO 0OMEHa, €CITH TI0
HuM nepenatorcst [1/1n.

B 3aBucumoctu ot ypoBHs 3anunieHHoctd MCII[H u aktyansHbIX yrpo3, C3IIJIn moxer
BKJIIOYATh CJIEAYIOIINE TEXHUYECKUE CPEACTBA:

- QHTUBUPYCHBIE CPEJICTBA JJIsl pabOYMX CTaHIMI MOJIb30BaTENeH 1 CEPBEPOB;
- Cpe/CTBa MEXKCETEBOI0 SKPaHUPOBAHMS;
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- cpezacTBa KpunTorpapuueckoi 3ammThl HHQOpMaIyy, Mpy mepeaade 3aiuimacMol uH- -
(hopmaryu 1o KaHajaaM CBSI3H.

Tak ke B CIHUCOK JOJKHBI OBITh BKIIOYCHBI (DYHKITUH 3aIIUTHI, 00CCIICYNBAEMbIC ITATHBIMU
cpenctBamu  00pabotku [IJI[H omepanmonnbiMu cucremamu (OC), mnpuxmamgaeiMm [1IO u
CHEIMATILHBIMA KOMIUIEKCAMH, PEATU3YIOMMMH CpencTBa 3amuThl. CIHCOK (DYHKIUN 3allUThI
MOXET BKJIFOUATh:

YIIpaBJIEHNE U pa3rpaHUYEHUE JOCTYIIA [0JIb30BaTENEH;
PETUCTPAIMIO U YUET ICHCTBUIN ¢ HHGOpMAITHEH;

- o0ecrnieunBaTh LEIOCTHOCTD JAHHBIX;

- IPOU3BOIUTH OOHAPYKEHUN BTOPIKEHHIA.

CHucoK MCIONIb3yeMbIX TEXHUUYECKHUX CPEJCTB OoTpaxkaetcs B [Imane MeponpusTuil 1o 3aniure
MEPCOHAIbHBIX TaHHBIX. CIIMUCOK UCIIOIb3YEMBIX CPEACTB JOJIKEH MOAIEPKUBATHCSA B AKTyaJIbHOM
cocrossHuM. [Ipu M3MEHEHHM cOcTaBa TEXHUYECKHX CPeACTB 3amuThl win 3neMentoB UCII/H,
COOTBETCTBYIOIIME M3MEHEHUS JNOJDKHBI ObITh BHECEHBbI B CIHCOK U YTBEP)KICHBI 3aBEIYIOIIEH
VYupexxeHus Wi JUIoM, OTBETCTBEHHBIM 3a oOecriedeHue 3amuThl [1/]H.
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4 TpeboBanus k noacucremam C3I11n

C3I11u BriIFOUaeT B ceOs CIACIYIONINE MTOCUCTEMBI:

- YIIPaBJICHUS TOCTYIIOM, PETHCTPALIH U YUeTa;

- o0ecrieueHust HENOCTHOCTU U AOCTYITHOCTH;

- QHTUBUPYCHOM 3aIlUThI;

- MEKCETEBOI0 SKPAaHUPOBAHMUS;

- aHaJIM3a 3alUIIEHHOCTH;

- 0OHapY>KEHUS BTOP>KEHUI;

- KpUIITOrpaguyecKoil 3aluThL
[oncucremsr C3I1/IH umeroT pa3nuysblil (yHKIMOHAN B 3aBUCUMOCTH OT Kiacca MCII/IH,
onpeeNeHHoro B AKTe KiaccupUKalud HHPOPMAIMOHHBIX CHCTEM IE€PCOHAIbHBIX JaHHBIX.
Crucok coorBerctBus ¢GyHkumii nmoacuctem C3IIJIH kiaccy 3alMIEHHOCTH MPEJACTaBICH B
[Ipunoxxenun Ne 1.

41 IToacucremsbl YupaBJicHUA J0CTYIIOM, PETUCTPAllUM U YU€TaA

[loncucrema ynpaBiaeHHs! AOCTYIIOM, PETUCTPALlMU U ydeTa Ipe/Ha3HaueHa JUlsl peaau3aluu

CIIEYIOIMUX (PYHKIIHIA:
- MJICHTU(DUKAIMY 1 TTPOBEPKA MOIIMHHOCTH CYOBEKTOB AocTyma npu Bxozae B UCI1/Ix;
- UICHTU(PUKALIMY TEPMUHAIIOB, Y3JIOB CETH, KaHAJIOB CBS3M, BHEIIHUX YCTPOMCTB IO JIOTHYe-
CKUM HMEHaM;
- uaeHTU(UKAK POrpaMM, TOMOB, KaTaioros, ¢aiijios, 3amucei, MoJjei 3anucei mo nMe-
HaMm;
- perucTpaiyu BXojaa (BbIXo/1a) CyObEeKTOB JOCTYIA B CUCTEMY (U3 CUCTEMBI), TMOO0 perucTpa-
1US1 3arpy3KH ¥ HHULMAIU3AIMN OTIEPAIMOHHON CUCTEMBI U €€ OCTaHOBA.
- PEruCTpaIyy MOMBITOK J0CTYIA MPOrPAMMHBIX CPEACTB (Iporpamm, MPOIIECCOB, 33/1a4, 3a-
JTAHWUI) K 3alUIIaeMbIM (armam;
- PErucTpalyy MOMBITOK JIOCTYINA MPOrPaMMHBIX CPEACTB K TEpPMUHAJIaM, KaHallaM CBS3H, -
porpammam, ToMam, Karajoram, (paiaam, 3amucsM, TOJISIM 3aITUCEH.

[Toxcucrema yrpaBieHHs TOCTYIIOM MOXET ObITh peain30oBaHa ¢ MOMOIIBIO IITATHBIX CPEACTB
ob6pabotku [1/1n (onepannonnbix cucrem, npuiioskennit 1 CYBJ). Tak xe MokeT ObITh BHEIPEHO
CHEelUaJIbHOE TEXHUUYECKOE CPEACTBO WJIM HMX KOMIUIEKC, OCYHIECTBISIOIINE JIONOJHUTEIbHbIE
MephI TI0 ayTeHTH(UKAIMK W KOHTpoI0. Hampumep, mpuMeHEeHHEe €IMHBIX XPAHUIIUI YUETHBIX
3amuced Mob30BaTeNeil U PerucTpaluoHHOW MH(OPMAIIMK, UCIIONIb30BAaHUE OMOMETPUUECKUX U
TEXHUYECKUX (C TTOMOIIIBIO AJIEKTPOHHBIX MPOIMYCKOB) MEP ayTEHTU(DHUKAIINN U APYTHUX.

4.2 Toacucrema odecnedeHns! HEJOCTHOCTH U IOCTYIIHOCTH

Iloncucrema obecrnieueHHs LETOCTHOCTH M JOCTYMHOCTH IpEIHA3HadyeHa il o0ecreueHust
nenoctHoctu U focrynHoctu I1/1H, nporpammusix u annapatHbix cpencts UCIIH Yupexnenus,
a TaK K€ CPeJCTB 3alIUTHI, PU CIIy4allHOM UM HAMEPEHHOU MOAU(UKAIIH.

Ilogcucrema  peamusyercs ¢ IOMOIIBIO  OPraHHU3alUU  PE3EPBHOIO  KOIMUPOBAHMS
oOpalaThIBaeMbIX TJAHHBIX, a TaK XKe pe3epBUpOBaHUEM KitoueBbIX 35ieMeHToB MCIT/IH.

4.3 MoacucreMa aHTHBHPYCHOI 3a AT

[Toxcucrema aHTUBHPYCHOM 3allUThl TpeqHAa3HA4YeHa s O0OecredyeHHs aHTUBUPYCHOM
3amuThl cepBepoB 1 APM nons3oBareneit UCIT[x Yupexaenus.

CpencTBa aHTUBUPYCHOM 3aIIUTHI IPEIHA3HAYEHBI IS PeATU3aliy CICIYIOMNX GyHKITUHI:
- PE3UJCHTHBIA aHTUBUPYCHBI MOHUTOPHHT
- aHTUBUPYCHOE CKAaHUPOBAHHUE;
- CKpHUMNT-0JIOKMPOBAHNE;
- ICHTPAIM30BAHHYIO/YIAICHHYIO YCTaHOBKY/IEMHCTALIAIUIO AHTUBUPYCHOTO TPOIYKTA,
HACTPOIKY, aIMUHUCTPUPOBAHUE, IPOCMOTP OTUETOB M CTATUCTUYECKOMN MH(OpPMALIUH 110 pa-
00Te MpoJyKTa;
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- QBTOMATU3UPOBAHHOE OOHOBIICHHE AaHTHBUPYCHBIX 0a3;
- OrpaHHMYeHHUE MpaB TOJb30BaTEIs HAa OCTAHOBKY HCIIONHSEMBIX 337ad M H3MEHEHHS -
HACTPOEK aHTHBUPYCHOTO MPOTPaMMHOT0 00ECIICUCHNS;
- aBTOMATUYECKH 3aIyCK cpa3y MOcCIIe 3arpy3KH ONepaliOHHON CUCTEMBI.
[Toxcucrema peanu3yercst MyTeM BHEAPEHUS CHEIUAIBHOTO aHTHBHUPYCHOTO MPOTPAMMHOTO
obecneucHus Ha Bce daeMeHTsl MCIT/IH.

44 IloacucreMa MesKCeTEBOIO IKPAaHUPOBaAHUA

[loncucrema MeXCETEBOrO 3KpPaHMPOBAHMS IpEAHA3HAUYEHA Ui PEAU3alluU  CIEIYIOIINX
hyHKIMIA:
- GUIBTpAIK OTKPBITOTO U 3ammgpoBaHHOTO (3aKkpbiToro) IP-tpaduka nmo cneqyromum na-
pamerpawm;
- (UKcayy BO BHYTPEHHUX JKypHaJIaX MH(POPMALIUHU O MPOXOJSIIEM OTKPBITOM H 3aKPBITOM
IP-Tpaduxke;
- HACHTH(UKAIMY ¥ ayTeHTH()UKALUIO aIMIHUCTPATOPA MEKCETEBOTO SKpaHa IPH €ro - JIo-
KaJIbHBIX 3aIIpOcax Ha JIOCTYII;
- peructpanyu Bxoza (BbIX0/Ja) aAMUHUCTPATOPa MEXKCETEBOI0 IKpaHa B cUcTeMy (U3 cCHCTe-
Mbl) JIN0O 3arpy3KH U HHULUAIU3ALMU CUCTEMBI U €€ POrpaMMHOI'0 OCTaHOBA;
- KOHTPOJISI IIEJIOCTHOCTH CBOCH MPOrpaMMHON ¥ UH(POPMAIIHOHHOM YaCTH;
- (pUIIBTPALIMM TAKETOB CIIY>KEOHBIX MIPOTOKOJIOB, CITYKAILUX /I AUArHOCTUKYU U yIPaBICHUS
PaboTOii CETEBBIX YCTPOUCTB;
- (puspTpanuM ¢ ydyeToM BXOJHOTO M BBIXOAHOIO CETEBOro MHTepdelica Kak cpeAcTBO Ipo-
BEPKU HOAJIMHHOCTH CETEBBIX aJPECOB;
- perucTpalyu 1 yueTa 3arpamiiBacMblX CEPBUCOB MPUKIIAHOTO YPOBHS;
- OJIOKMpOBaHUS JIOCTyMa HEUACHTU(DHUITMPOBAHHOTO OOBEKTa WM CyObEKTa, TOIMHHOCTh
KOTOPOT'0 IpH ayTeHTU(UKALIMHU HE TIOATBEPANIIaCh, METOJIaMH, YCTONUMBBIMHU K [IEpEXBary;
- KOHTPOJIS 3@ CETEBOM aKTUBHOCTBIO MPHUJIOKEHUI 1 OOHAPYKEHHSI CETEBBIX aTakK.
Iloncucrema peanusyeTcsi BHEAPEHUEM NIPOrPaMMHO-ANNAPaTHBIX KOMIUIEKCOB MEKCETEBOTO
sKkpaHupoBaHus Ha rpanuue JICB, knaccoM He HIbke 4.

4.5 MoncucreMa aHaIM3a 3aIUIIEHHOCTH

[Togcucrema aHanM3a 3alIUIIEHHOCTH, JOJDKHA OOECIEYMBATH BBISBICHUS YS3BUMOCTEH,
cBs3aHHBIX ¢ ommOkamu B koHurypanuu [10 UCII[JH, kKoTOphle MOTYT OBITH HCIIOJIB30BAHbI
HapyLIUTEIEM I pealn3allii aTaku Ha CHCTEMY.

OYHKIMOHAT TOJACUCTEMBl MOET OBITh peaqn30BaH MPOTPAMMHBIMH M MPOTPaMMHO-
aHHapaTHI)IMI/I Cpe)ICTBaMI/I.

4.6 MoxcucreMa 00OHAPY/KEHHUS BTOP/KEHHI

IToncucrema oOHapyX eHHs BTOPXKEHUH, JTOJKHA 00€CIeyrBaTh BHISIBIEHUE CETEBBIX aTak Ha
anemenThl VMCII/IH, moakiaroYeHHbIE K CEeTAM OOIIEro MoJib30BaHUS U (MJIM) MEXAYHapOIHOIrO
oOMeHa.

OyHKIMOHAT MOJCUCTEMBl MOKET OBbITh peajqn30BaH MPOTPAMMHBIMH M I[POTPaAMMHO-
anmnapaTHbIMU CPEICTBAMH.

4.7 TMoacucrema KpunTorpaguyecKoii 3amMUThI

[Toncucrema kpunrorpaduyeckoi 3amuThl TpeAHasHadeHa Juid uckmoueHuss HCI x
sammmaeMoi napopmaruu B UCIIn Yupexaenus, npu ee mepenadu Mo KaHajaM CBS3U CeTei
00I1Iero MOIb30BaHUS U (MIIN) MEXITYHAPOAHOTO OOMEHA.

[loncucrema peanusyercs BHEIPEHUEM KpUOTOrpauuecKux MPOrpaMMHO-aNmapaTHBIX
KOMILJIEKCOB.
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5 IoabsoBarenn UCHan

B MUCIIIH VYuypexnaeHuss MOXKHO BbLACIUTh CIEAYIOLME TPYNIbl I0Jb30BaTENEH,
ydacTBYIOUIMX B 00paboTke u xpanenuu [1/1H:
- Anmunucrparopa UCIT/IH;
- AnmuaucTparopa 6e3omacHocty MCIIIH;
- Oneparopa APM;
- AIMHMHHCTpaTopa CeTH;
- Texuuueckoro crienuanicTa no 00CIyKMBaHHIO TepUepritHOro 000PYIOBAHUS,
- [Iporpammuct-pazpadorank UCIT/IH.
JlaHHBIE O IPyIIax MOJIB30BATENAX, YPOBHE UX AOCTYIA U HH(POPMHUPOBAHHOCTHU JIOJKEH OBITH
otpaxxeH B [lonoxeHnu o pa3rpaHruyeHUN IIpaB JOCTyIA K IEPCOHAIIbHBIM JIAHHBIM.

5.1 Agmunucrparop UCIIn

Anvmunuctpatop MWCII[IH, coTpynHuk VYupexaeHus, OTBETCTBEHHBIH 3a HaCTpPOMKY,
BHenpenue u compoBoxaenue WCIIJIH, oOecneunBaeT (YHKUIMOHHUPOBAHUE IOICHCTEMBI
yopasiaenusi gocrynom MCIIJlH wu  ymogHOMOYEH OCYHIECTBISTH MPEAOCTAaBICHUE U
pasrpaHdYeHue J0CTyla KOHEYHOro mnoinb3oBarens (Onepatopa APM) k snemeHTaM, XpaHSIIUM
IIEPCOHAJIbHBIE JaHHBIE.

Anmunuctpatop UCII/IH obnagaer ciaenyromuM ypoBHEM JOCTYNA U 3HAHUMN:

- 00naiaeT moyTHOM MHQOpMAIHeH 0 CUCTEMHOM U MIPUKIIATHOM POTrPaMMHOM 00CCIICUCHUH
UCI1/x;

- obnaaeT moHoW MH(pOPMAIHEH 0 TEXHUUECKUX cpencTBax u koHpuryparmu MCIIH;
UMeeT JOCTYN KO BCEM TEXHHUYECKHM CpelicTBaM oOpaboTku unHbopmaiuu U gqaHHeiM MC-
I1/1H;

- oOmagaer mpaBaMH KOH(UTYPUPOBAaHHS U aJMHHUCTPATUBHON HACTPOWKU TEXHUYECKUX
cpenctB UCTI/IH.

5.2 Aamunucrparop 6esonacnocru UCI I

Anmunuctpatop ©6e3omacHoct MCII[AH, coTpyaHuk VYupexkaeHus, OTBETCTBEHHBIN 3a
¢ynkunonuposanue C3IIJIH, BkIo4as oOCHTy)XKMBaHHE W HACTPOWKY aJMHUHUCTPATHBHOM,
CEpPBEPHOM U KIMEHTCKON KOMIIOHEHT.

Anmunuctpatop 6e3onacHocti MCIT/IH o6nanaeT ciaelyronuM ypoBHEM JOCTYIA U 3HAHUM:

- obnagaet nmpaBamu Aamunucrparopa UCITIH;

- obnaaet oo nHpopmarmeit 06 UCII/IH;

- IMEeT JIOCTYII K CPEeACTBaM 3allUThl HHPOPMAIMK 1 POTOKOJIMPOBAHUS U K YaCTH KITIOYe-
BbIX asiemeHToB NCI1/IH;

- HE UMEET MpaB JOCTyNa K KOH(PUTYPUPOBAHUIO TEXHUYECKUX CPE/ICTB CETH 3a UCKIIOUEHHEM
KOHTPOJIBbHBIX (MHCIIEKIIMOHHBIX).

Anmunuctpatop 6e3onacHoctu UCII/IH yronHomMoueH:

- peanM30BbIBaTh MOJUTUKY Oe3omacHocTH B yacTu HacTpoiiku CK3U, MexkceTeBbIX IKpaHOB
U cUCTeM OOHApYy>KEHHs aTak, B COOTBETCTBUM C KOTOPhIMHU MoJib3oBarels (Oneparop APM)
MOJTy4aeT BO3MOXKHOCTB paboTath ¢ anemenTamu UCIT/1H;

- OCYILECTBIIATh AyIUT CPEACTB 3alLUTHI,

- YCTaHABJIMBATh JIOBEPUTEIILHBIE OTHOIIEHHS CBOEH 3allUILEHHON ceTn ¢ ceTsiMu apyrux Op-
TaHW3ALNH.

5.3 Oneparop APM

Omneparop APM, cotpyaauk YupexaeHus, ocymiecTBisomuid oopadorky I1/1n. O6pabdoTka
[IJIn BkIrOUaer: BO3MOXKHOCTH mnpocMotrpa IIIx, pyunoit BBox II/ln B cucremy UCII/IH,
¢dbopMHupoBaHUE CIPABOK M OTYETOB 1o MH(popmanuu, norydeHHod u3 MCII[AH. Omnepatop He
MMeeT MOJTHOMOYHH IS yIpaBJICHHs mojicucTeMamMu 00padoTku nanubix u C3I1/1H.

Omneparop UCII/In o0nagaer cieayonM ypoBHEM OCTYIA U 3HAHUI:
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- o0nagaer BceMH HEOOXOAMMBIMH aTpuOyTamu (HampuMep, ImaposieM), 00ecTieUnBarOIMU
JIOCTYN K HEKOTOpOoMY noamMHokecTBY [1/1H;
- pacrionaraeT KOH(QHUICHINATbHBIMHI JaHHBIMHU, K KOTOPBIM UMEET JOCTYII.

5.4 Axnmunucrparop cern

AJZIMUHUCTpPATOp CETH, COTPYIHHUK YUpEKICHUS, OTBETCTBEHHBIH 3a (DYyHKIMOHUpOBaHME
TeNeKOMMYHUKaMOHHON nonacuctemMbl MCII[H. ADMUHUCTpAaTOp CETH HE UMEET MOJIHOMOYMH
IUIsL yIIPABIEHUS [TOJICUCTEMaMH 00pabOTKH JTaHHBIX U 0€30MaCHOCTH.

AJMHUHUCTpATOP CETH 00Ja/1aeT CIEAYIONMM YPOBHEM JOCTYIIA M 3HAHUM:

- o0JylajiaeT yacThi0 MHPOPMALUU O CUCTEMHOM M IPHUKJIAJHOM IIPOrPaMMHOM 00€CTIeueHUH
NCIIH;

- o0naaeT 4acThio MH(pOPMALIMU O TEXHUYECKHUX cpeacTBax U KoHpurypauuu UCIIIH;

uMeeT (PU3UYECKHUI TOCTYI K TEXHHUECKUM CPEICTBAM 00pabOTKH MH(GOPMAIIUH U CPEICTBAM
3alIUTBL;

- 3HAET, 110 MEHBIIIEH MEPE, OJTHO JIETAILHOE UM JOCTYIIA.

5.5 Texuuueckuii cnequaNMCT 10 06CIYKHBAHUIO NepudepHiiHOro 000pyI0BaAHMS

TexHUYecKui crenuainucT Mo OOCITY)KUBAHUIO, COTPYIHUK YUPEKICHUS, OCYIIECTBISCT
oOciykuBaHUe U HacCTpouKy nepudepuitnoro obopynosanus MCIIIn. Texuuueckuil crieuanuct
mo oOcimyKuBaHWI0O He uMeeT noctyna k [I/[H, He wWMeeT MOTHOMOYMU I YIpPaBJICHUS
nojicucTeMamMu 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

TexHuueckuii crnenuanucT Mo OOCITYKUBAHHIO OOJNAJaeT CIEIYIOIIUM YPOBHEM JOCTyNa H
3HAHUM:

- o0maiaer yacThi0 HHPOPMALIMK O CHCTEMHOM U TPHKJIATHOM MPOrPaMMHOM OOECTICUeHUN
NCTId#;

- o0naaeT YacThio HHPOPMAIMK O TEXHUYECKUX cpeacTBax U KoHpurypawu UCI/1H;

3HAET, 10 MEHBILIEW MEPE, OIHO JIETAIbHOE UMsI IOCTYIIA.

5.6 Mporpammucr-pazpadorunk UCI/In

[TporpammucTei-pazpaboTUrKy (IMTOCTABIIMKK) TMPHUKIATHOTO MPOrPaMMHOr0 0OecreueHus,
o0ecreynBaroIie ero CONpoBOXKACHUE Ha 3amuinaeMoM oobekre. K naHHoi rpymmne Moryt oT-
HOCHUTbBCS KaK COTPYJHUKU YUPEXKJIEHUS, TAK U COTPYAHUKH CTOPOHHUX OpraHU3aIuil.

PU3NYECKOE U0 ITON KAaTErOPUH:
- obnamaer mHpopMaueld 00 alropuTMax M mporpamMax oopabotku mHpopmarmu Ha WC-
I11n;
- 005a1aeT BO3MOKHOCTSIMUA BHECEHHUS! OIIMOOK, HEJEKJIApUPOBAHHBIX BO3MOXKHOCTEH, MpPO-
TPaMMHBIX 3aKJIaJI0K, BPEJOHOCHBIX HporpaMm B mporpammHoe obecrieueHne WCII/IH Ha
CTaJuu ee pa3padOTKH, BHEIPEHHSI U COPOBOXKACHUS;
- MOXeT pacroiarath Jro0bMu GparmeHTamu nHpopmaruu o Tornoioruu UCIIIH u TexHu-
YeCKHX cpecTBax 00padotku u 3amuThl [1/IH, o6padbareiBaembix B UCIT/IH.
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6 TpeGoBanus k nepcoHanay no odecneveHnio 3amuthl [

Bce corpyanuku Yupexaenus, sapistouiuecs noiabzoparensiMu UCIIJIH, 10/KHBI 4€TKO 3HATh
U CTPOTO BBINOJHATH YCTAaHOBJIEHHBbIE MpaBHJIia U OOS3aHHOCTH IO JAOCTYNY K 3allMIIAeMbIM
00BEKTaM M COOJIIOICHUIO IPUHSITOTO pexkuMa Oe3omacuoctu [1/1H.

[Ipn BeTymeHMM B JOJDKHOCTH HOBOTO COTPYAHMKA HEMOCPEACTBEHHBIM HadalbHUK
MOJIpa3/ieieHusi, B KOTOpPOE€ OH TIIOCTyHaeT, oO0sf3aH OpraHMW30BaTh €ro O3HAKOMIICHHE C
JOJKHOCTHOM MHCTPYKIMEH 1 HEOOXOAUMBIMH IOKYMEHTaMH, PeriiaMeHTUPYIOUIUMH TpeOOoBaHUs
no 3ammre [1/lH, a Taxke OOydyeHHWE HABBIKAM BBIOJHEHHS MPOIELyp, HEOOXOIUMBIX IS
CaHKIIMOHUPOBAaHHOTO ucnonb3oBanus MCII/IH.

CoTpynHHMK TOJDKEH OBITh O3HAKOMIIEH CO CBEACHUSAMHU HacTosAmied [lomuThku, MpUHSATHIX
nporeayp padotsl ¢ anementamu UCIT/Ix n C3I1/1H.

CoTpynHHKM YUpeKACHUS, HUCHONB3YIOUINEe TEXHUYECKHE CpEICTBA ayTEeHTH(HKALNH,
JOJKHBI 00ecreyBaTh COXPAHHOCTh UACHTH(PUKATOPOB (IJEKTPOHHBIX KIIFOUEH) U HE JIOMYCKaTh
HCJl x HuMm, a Tak € BO3MOXHOCTb WX YTEpU WJIM HCHOJIb30BAHUS TPETbUMHU JIMLAMHU.
[Tonb30BaTeny HECYT MEPCOHATBHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTH UIEHTHU(UKATOPOB.

CotpynHUKM YUpeKIAeHHs JT0JDKHBI CJI€10BaTh YCTAHOBJIEHHBIM IPOLEAypaM MO AP KaHUs
pexxuma 6e3zonacHoctd [IJ[H mpu BeIOOpE M UCHOIB30BAaHUU MapoJiel (€cld He UCTHOIb3YIOTCS
TEXHUYECKHE CPEACTBA ayTeHTU(UKALINN).

CoTtpynHuku YupexAeHHUs TOJKHBI OO0ECHeurMBaTh HAMJICKAIIYIO 3aIIUTy O0OO0pYIOBaHMS,
OCTaBJIIEMOT0 0€3 MPUCMOTpPa, OCOOEHHO B TEX CIydasX, KOTAa B MOMEIIEHHE UMEIOT TOCTYII
MOCTOpPOHHUE JHIla. Bce monb3oBarenu MOMKHBI 3HaTh TpeOoBaHus mo Oe3omacHoctu [1J[H u
MPOLIEAYPHI 3aIUTH 000OPYIOBAHUS, OCTABJICHHOTO 0€3 MPUCMOTPA, a TAKKE CBOM OOS3aHHOCTHU
10 00eCreueHHIO TaKOH 3alUThlI.

CoTpynHUKaM 3amperiaercsd yCTaHaBIMBaTh IOCTOPOHHEE MPOrpaMMHOE OOecredeHue,
MOJIKJIF0YATh JINYHbIE MOOUJIbHBIE YCTPOUCTBA M HOCUTENN MH(OPMAIIMH, a TAaK e 3alUChIBaTh Ha
HUX 3alUIIaeMyI0 HH()OPMAITHUIO.

CoTpynHukaM 3ampeliaercsl pasriamarh 3alldilaeMyto HH(opMaiuio, KoTopas cTrajla UM
M3BECTHA MU padboTe ¢ NH()OPMALIMOHHBIMU CUCTEMaMU Y UPEXkACHUS, TPETHUM JIHIIAM.

ITpu pabote ¢ [1[In B UCII[IH coTpynHuku YupexaeHus o0si3aHbl 00€CIeUuTh OTCYTCTBHE
BO3MOXXHOCTH npocmoTpa [1/1H TpeTbumu munamu ¢ MOHUTOpoB APM niu TepMuHaos.

ITpu 3aBepiienun padbotsl ¢ UCITIH coTpyaHuku o0s3aHb! 3aUTUTE APM M TepMuHaIbL ¢
MTOMOUIbIO0 OJIOKMPOBKU KJIFOYOM HJIM SKBUBAJIEHTHOI'O CPEACTBA KOHTPOJIS, HAIPUMED, TOCTYIIOM
0 MApOJII0, €CIIU HE UCTIONB3YIOTCS 00Jiee CUIIbHBIE CPEICTBA 3ALUTHI.

CoTtpynHUKM Y4pexXIeHUs JO0JDKHbI ObITh MPOWH(OPMHpPOBaHB 00 yrpo3ax HapylIEHHs
pexxuma Oe3onmacHoctu II/IH M oTBeTCTBEHHOCTH 3a ero HapyuieHue. OHM JOJKHBI OBITH
O03HAKOMJICHBI C YTBEPKICHHOW (OpPMaATbHONW TPOIEAYPON HAIOXKEHUS JIUCIUIUIMHAPHBIX
B3bICKAaHUH Ha COTPYAHUKOB, KOTOpbIe Hapymuian [lonmuTuky MHPOPMAMOHHON 6€30MacHOCTH U
nporeaypsl 6ezonacuoctu [1/1H.

Cotpynuuku 00s3aHBl  06€3 TpOMEICHHS Coo0Imarh 000 Bcex HAOMIOAACMBIX WA
MOJI03pUTENbHBIX ciydasx padorel MCII/IH, Morymmx mosieds 3a co0o0il yrpo3sl 6e30macHOCTH
[1/11, a Takke O BBIABIEHHBIX UMHU COOBITHSX, 3aTparuBaromux 6ezonacHocTs [1/1H, pyKoBOACTBY
MOJIpa3/IeIeHus U JIMILY, OTBEYAIOLIEMY 32 HEMEUIEHHOE pearupoBaHue Ha yrpo3bl O€30MacHOCTH
[1/1H.
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7 JoaxHocTHBIE 00s13aHHOCTH MoJb3oBaTeneid UCIIAn

JlomkHOCTHBIE 00s13aHHOCTH TTonb3oBaresei MCII/H onucaHbl B CNEAYIOMNX JOKYMEHTAX:
- Uucrpykms anmunuctparopa UCITIH;
- Uuctpykims anmunuctparopa 6ezonacuocta UCI/IH;
- Uucrpykims nons3oBatesnss UCITIH.
OtBercrBeHHOCTH coTpyaHUKOB MICII[IH Yupexxnenus.

B cootBercTBUM co cT. 24 DenepanbHoro 3akona Poccuiickoit @enepanuu ot 27 uroisg 2006 r.
Ne 152-®3 «O mepcoHaNbHBIX JAaHHBIX» JIMLA, BUHOBHBIC B HApyLIICHUH TPEOOBAaHUI NAaHHOTO
@denepallbHOTO  3aKOHA,  HECYT  TIPAXKIAHCKYIO, YTOJIOBHYIO, aJMUHHUCTPATUBHYIO,
JUCLMUIUIMHAPHYI0O M MHYK NPEAYCMOTPEHHYIO 3aKOHOJArelbcTBOM Poccuiickoit Penepanuu
OTBETCTBEHHOCTb.

JeiicTByromee 3akoHOAaTeNIbcTBO PD mo3BossieT nmpebsaBiasTh TPeOOBaHUS IO 00ECIIEUEHUIO
Oe3omacHoil paboThl C 3amMIaeMol MH(OpManuel W NpeaycMaTpuBaeT OTBETCTBEHHOCTb 3a
HapylIeHUE YCTaHOBJIEHHBIX IMpaBuJl 3kcIulyarauuu OBM u cucreM, HempaBOMEpHBIH JOCTYN K
uHbOpMalUY, €CIM 3TU JACUCTBUS NMPHUBEIM K YHUUYTOXKEHUIO, OJOKHPOBAHHUIO, MOJIU(UKAILMU
nH(bOpMAaIUY WK HapyIIeHu o pabotel DBM wunu cereit (cratbu 272,273 u 274 YK PO).

Anmunuctpatop UCITJn u anmunuctparop 6e3onacHoctu MCII[H HECyT OTBETCTBEHHOCTh
3a BCE JAEWUCTBUS, COBEPILIEHHbIE OT MMEHU WX YYETHBIX 3alUCEd WM CUCTEMHBIX YYETHBIX
3aIuceil, eciiu He J0Ka3aH (pakT HECAHKIIMOHUPOBAHHOT'O MCIIOJIb30BaHMs YUETHBIX 3aIUCEH.

[Ipu HapymeHusx coTpyaHukamu YupexaeHus — nonb3onareneil MCII/IH npaBui, cBs3aHHBIX
c OesomacHocThto II/IH, OHHM HeCyT OTBETCTBEHHOCTb, YCTAHOBJICHHYI JEHCTBYIOIIUM
3aKoHoarenscTBOM Pocculickon denepanyu.

[IpuBenenHbsle Bbllle TpPeOOBaHHS HOPMATUBHBIX JOKYMEHTOB IO 3alUTe HHPOpPMALUU
JOJKHBI OBITH OTpakeHbl B IloyodkeHHAX O mofpaszieneHusIX YUpexAeHUs, OCYHIECTBIISIOMNX
o6pabotky [1/1a B UCII/IH 1 HOIKHOCTHBIX HHCTPYKLUAX COTPYIHUKOB Yupexnenuu.

HeoOxonumo BHectu B [lonoxkeHus O MoApasfeNeHUsX YUpEeXKJIEHUs, OCYLIECTBIISIOMINX
obpabotky I1/In B UCII/IH cBenenus 06 OTBETCTBEHHOCTH UX PYKOBOIMTENEH U COTPYAHUKOB 3a
pasriamieHre U HECAHKIIMOHUPOBaHHYIO MoauduKaiuio (uckaxenue, panscudukanuro) I11H, a
TaKXe 3a HeMPaBOMEPHOE BMELIATEIbCTBO B MPOLIECCH MX aBTOMATU3UPOBaHHOW 00pPabOTKH.
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8 CnucoK HCIOJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTHBHO-TIPAaBOBHIMH W METOJUYECKHMHU JIOKYyMEHTaMH, Ha KOTOPBIX
6azupyercs Hactosuiee [lonoxenue ABISAOTCA:

1 ®enepanbubiii 3akon ot 27.07.2006 1. No 152-D3 «O nepcoHalbHBIX JaHHBIX)» (Haiee — O3
«O mepcoHaIBHBIX JTAaHHBIX»), YCTAHABIMBAIOIIMI OCHOBHBIE NPUHLMIIBI U YCIOBUA 00pabOTKH
[1/1H, mpaBa, 00sA3aHHOCTH M OTBETCTBEHHOCTh YYAaCTHHKOB OTHOILEHHH, CBS3aHHBIX C 00paboT-
ko I1]1x.

2 Ilocranosnenue IlpaButensctBa Poccuiickoit @eneparuu ot 1Hos16pst 2012 1. Ne 1119 «O6
YTBEp)KJIECHUM TPeOOBaHUI K 3alllUTE MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTke B MHPOpPMALIH-
OHHBIX CHCTEMAaX IMEPCOHATBHBIX TAHHBIX).

3 «llomoxenne 06 0COOEHHOCTSAX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIISIEMON Oe3
HCIIOJIB30BAaHUs CPEICTB aBTOMAaTHU3auum», yreepxkacHHoe [locranosnenueMm IlpaBurenscrBa PO
ot 15.09.2008 r. Ne 687.

4 «TpeboBaHMsI K MaTepUaIbHBIM HOCUTENSIM OMOMETPUYECKUX IMEPCOHAIBHBIX NAaHHBIX U
TEXHOJIOTUSAM XPaHEHMsI TAKUX JIaHHBIX BHE MH(OPMALMOHHBIX CHCTEM MEPCOHAIbHBIX JaHHBIX»,
yrBepxkaeHHble [locranoBnenneM [IpasurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmatuBHo-MeToIMueckue 10KyMeHTbl DepepalibHOW CITyKObI 110 TEXHUYECKOMY M JKC-
nepTHoMy KoHTpoito Poccuiickoit @enepanuu (nanee - ®CTIK Poccun) no obecrnieuenuro 6e3-
omacuHoctu [1/]x npu ux o6pabotke B UCII/In:

6 Pekomennanuu mo o0ecredeHno 6e30MacHOCTH MEPCOHAIBHBIX JTAaHHBIX MPU X 00paboTke
B MH(OPMALMOHHBIX CUCTEMax MEpPCOHAIBHBIX NaHHbIX, YTB. 3aM. aupektopa @CTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEPONPHUATHS MO OPraHMU3ALUU U TEXHUUYECKOMY OOECHeYeHHUI0 0e30MacHOCTH
MEPCOHANBHBIX JAHHBIX, 00pabaTbIBaeMbIX B MH(POPMAIIMOHHBIX CHUCTEMaX MEPCOHANbHBIX JaH-
HBIX, yTB. 3aM. tupekropa @CTIK Poccun 15.02.08 r. (JICII)

8 Ba3oBas Mojenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX TIPH UX 00paboTke B MHGOP-
MAalMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX, YTB. 3aM. qupektopa @CTIOK Poccun 15.02.08 r.

9 Metoauka onpeeNeHusl aKTyallbHBIX YTPO3 0€301MacHOCTH TEPCOHANBHBIX JaHHBIX MPH UX
00paboTke B HH(OPMAIIMOHHBIX CUCTEMAaxX MEePCOHAIBHBIX MaHHBIX, yTB. 3aM. aupekTopa @CTOK
Poccun 15.02.08 r.
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Hpuiaoxenue 1

Ne Ilnan-nepeyeHb TeXHNYECKUX MeponpusTHii no odecnedenun dezonacuoctu UCIIJ{ K3 K2 K1

| |B moacucreme yrpaBieHHs JOCTYIIOM:
Peanu3oBaTh HACHTU(UKAIIUIO M TPOBEPKY MOATUHHOCTH CyOBEKTOB JIOCTYIIA IIPH BXO/I€ B OIEpaIi-

1 |onnyro cucremy UCII/IH o maposro yCI0BHO-TIOCTOSSHHOTO JEHCTBUS, JUTMHOW HE MEHEee IIECTH OyK- + + +
BEHHO-IIM(PPOBHIX CUMBOJIOB;
PeanuzoBarh naeHTHPUKALIMIO TEPMHUHAIOB, TEXHUYECKUX cpeacTB 00padotku I1/1H, y3moB UCIIT/IH,

2 |KOMIBIOTEPOB, KAHAJIOB CBs3M, BHEMIHUX ycTpoiicTB MCII/IH 1o ux nornyeckuM uMeHaM (aapecam, - + +
HOMEpPaM);

3 PeanuzoBaTh uueHTHUKALIMIO IPOTPAMM, TOMOB, KaTaJIoOroB, GailioB, 3anuceil, moyien 3anucei mno i + +
MMEHaM;

4 Peann3oBaTh KOHTPOJIb OCTYMA CyOBEKTOB K 3alIMIIAEMbIM PECYpCaM B COOTBETCTBHU C MAaTPHIICH i + +
JOCTYIIA;
npu Hammuuu noakmouerns UCI/IH k ceTsim 0011ero nojis30BaHus JODKHO TPUMEHAThCs MexkceTe- | He ke 5-ro | He mmwke 4-ro | He Hmxe 3-ro

5 |Boe skpaHmupoBaHue. YPOBHS 3all4- | YPOBHS 3allld- | YpOBHS 3alllu-

IIEHHOCTH HIEHHOCTHU IIEHHOCTH

s o6ecnieuenust 6e3onacHoro MexcereBoro B3aumoaeicTeus B UCIIIH ais pasHeix kiaccoB HeoO- | He nuxke 5-ro | He ke 4-ro | He Hmxke 3-ro

6 [xomumo wmcmonp30BaTh MO YpOBHS YpOBHS YpOBHS

3aIUIIEHHOCTH | 3alIUIIEHHOCTH | 3aIIMIEHHOCTU

Il |CpenctBo 3aMTHl OT IpOrpaMMHO MateMaTuueckux Bozaeiictauil (IIMB):
PeanuzoBaTh uneHTUUKALNIO U ayTeHTU(UKALINIO CYOBEKTOB JOCTYIIAa IPHU BXO/I€ B CPEJICTBO 3alllU-
ThI OT IPOTPAaMMHO MaTeMaTuueckux BozaeiicTuit (IIMB) 1 nepes BbINONIHEHUEM UMU JIFOOBIX OIe-

1 |pauwmii mo ynpasieHuio QyHKIHUSIMHU cpencTBa 3auuTsl oT [IMB no maposto (v ¢ ucnoab30BaHuEM + + +
MHOT'0 MEXaHU3Ma ayTeHTH(PHUKAIIUN) YCIOBHO-TIOCTOSHHOTO AEUCTBUS JUIMHOM HE MEeHee 1IecTh OyK-
BEHHO-IIU(POBBIX CMBOJIOB;

2 Ocy1iecTBIATh KOHTPOJIb JIFOOBIX JeMCcTBUI CyOBEKTOB JOCTYNA 110 YIPABICHUIO (DYHKIMSIMU CPe /- + + +
ctBa 3amThl oT [IMB TONBKO MOCHE NMpOBeIeHNs €r0 YCIENIHON ayTeHTU(HKAINH;

3 [IpenxycMoTpeTs MeXaHU3MBI OJIOKMPOBaHMS AOCTYNA K cpesicTBaM 3auThl oT [IMB npu BeinosHe- + + +
HUU YCTaHABJIMBAEMOI'0 YHCJia HEYAauHbIX NOMBITOK BBOJIA ApPOJIS;

4 Heobxonnmo npoBouTh uaeHTUGUKALNIO (DaiiyioB, KaTaJoroB, MPOrPAMMHBIX MOAYJI€H, BHEITHUX + + +

YCTPOMCTB, UCIOJIB3YEMBIX CpeACTB 3amuThl oT IIMB;
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B noxcucreme perucrpanuu 1 ydera:

OcyIIecTBIISITh PErUCTPAIMIO BX0Aa (BBIX0J1a) CyOBEKTa TOCTYIIa B CUCTEMY (M3 CHCTEMBI), TH00 pe-
THCTPALIMIO 3arPy3KH M MHUIMATIM3AIUN ONIEPALIMOHHOM CUCTEMBI U €€ IPOTPaMMHOT0 OCTaHoBa. Pe-
TUCTpaIus BbIX0/1a U3 CUCTEMbI WJIM OCTAHOBA HE MPOBOJIUTCS B MOMEHTHI alllapaTypHOT0 OTKIII0Ye-
Hus UCII/I1. B mapameTpax perucrpaiuu yKasblBaloTcs JaTa U BpeMsl BXoja (BbIXoaa) CyObekTa
JIOCTYIIa B CUCTEMY (M3 CHUCTEMBI) WJIH 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[IpoBoUTH yUeT Bcex 3allUIIaeMbIX HOCHTENEeH HHPOPMALIMU C TOMOIIBIO UX JIF000H MapKUPOBKHU H
C 3aHECEHHEM YYETHBIX JaHHBIX B )KypHaI (YUYETHYIO KapTOUKY);

[IpoBOIUTH pErucTpaniio BX01a/BbIXo/1a CyOBEKTOB JJOCTYNA B cpecTBO 3auuThl oT [IMB, peru-
CTPaLMIO 3arpy3Ku U HHULAAJIU3aLUHU 3TOT0 CPEACTBA U €€ IIPOrpaMMHOI0 OCTaHoBa. B nmapaMerpax
pEeTUCTpaIK YKa3bIBACTCS BpEMsl U JaTa BX0/a/BbIX0/1a CyObEKTa JIOCTYIa B CPEJCTBO 3AIIHUTHI OT
[IMB unu 3arpy3ku/ocTaHoBa 3TOIO CPEACTBA, a TaKXkKe NACHTU(DUKATOP CyOBbEeKTa JOCTyNa, HHULHU-
pOBABUIETO IAHHBIE ICHCTBHUS;

[IpoBoauTs perucrpanuio cooblTuil IpoBepku 1 oOHapyxenus [IMB. B napamerpax peructpauuu
yKa3bIBaIOTCS BPEMs U JlaTa NpoBepkH nin ooHapyxenus [IMB, unentuduxarop cyorekra nocryna,
WHHUIMMPOBABIIETO JaHHBIC ACHCTBUS, XapaKTep BBITOIHAEMBIX JEHCTBUI 0 TIPOBEpPKE, THUIT OOHA-
pYKEHHOM BpeloHOCHOM nporpammsl (BII), pe3ynbraT neiictBuii cpeacTsa 3aiuThl 0 OJIOKUPOBa-
nuio 1IMB;

[TpoBOaUTH perucTparuio coObITHI 10 BHEIPEHUIO B cpeAcTBO 3auuThl oT [IMB nakeToB oOHOBIIE-
Hull. B mapameTpax pervcrpanuu yKasblBaloTCs BpeMs U J1aTa OOHOBJIEHUS, ACHTU(UKATOP CyOBeK-
Ta JIOCTYTa, MHULIMUPOBABILET0 JAHHOE JIEHCTBHE BEPCUsl U KOHTPOJIbHASI CyMMa MakeTa OOHOBJICHHUS;

[IpoBoauTh perucrpaiuio cCOObITUH 3aycKka/3aBepiieHns paboThl MOIyJIeH CPEICTBA 3AIUTHI OT
[IMB. B nmapameTpax peructpaiyy yKa3blBalOTCs BpeMs U JlaTa 3aIlycKa/3aBepllieHus: paboThl, HJIEH-
TU(DUKATOP MOAYIIS, UACHTU(PHUKATOP CyObEKTa JOCTya, MHULIMMPOBABILIErO JaHHOE JIEHCTBUE, pe-
3yJIbTaT 3aIlycKa/3aBeplieHus padoThl,

JIOJIKHA ITPOBOJUTHCS pEruCTpalis COOBITUI yIpaBieHNs CyOBEKTOM JIOCTyNa (YHKIIUSIMH CPEICTBA
3anuthl oT [IMB. B mapamerpax peructpaiiui yKas3bIBaroTcs BpeMs U J1aTa COObITHS yIIpaBlIeHUS
K01 QyHKIuel, naeHTugukaTop u cneurdukanus GyHKInu, naeHTuUKaTop cyobeKTa JocTyna,
VMHUIIMMPOBABUIETO TAHHOE JEHCTBUE, PE3YJIbTAT AEHCTBHUSI,

[TpoBOIUTH perucTpauio COOBITHI MOMBITOK IOCTYIa IPOTPAMMHBIX CPEICTB K MOJYJISIM CpPEJICTBA
3amuTsl oT [IMB nnm cienmanbsHbIM JJOBYIIKaM. B mapameTpax perucTpanny yKa3blBatOTCs BPEMs U
JlaTa MOMBITKY JOCTYNA, WACHTU(DUKATOP MO, MASHTU(UKATOP U criel(UKanus MOy Cpe-
ctBa 3amuThl oT [IMB (cniennanbHOM JOBYIIKH), pe3yabTaT MOMBITKH 1OCTYNA;
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[TpoBOIUTH perucTpanuio COOBITHI OTKaTa s cpeacTsa 3amuTsl oT [IMB. B mapamerpax peructpa-
IIUH YKa3bIBAIOTCS BPEMs U J1aTa COOBITHS OTKATa, cenudukanys AeHCTBUI O0TKaTa, HISHTUPHKATOD
cyOBeKTa I0CTyIa, MHUIIMUPOBABIIETO JAHHOE JICICTBIE, pe3yabTaT NIeHCTBUS;

10

Oo0ecreunTh 3aIIUTY OaHHBIX PErUCTpalvi OT UX YHHYTOXCHUA NJINU MOI[I/I(bI/IKaHI/II/I HApYIIHUTCEIICM,

11

PeanuzoBaTh MEeXaHU3MbI COXpaHEHUs JaHHBIX PETUCTPAIMU B CIy4ae COKpAIICHUsS OTBEACHHBIX MO/
HUX PECYPCOB;

12

Peann3oBaTh MEXaHU3MBI MPOCMOTPA U aHAIIM3A JAHHBIX PETHCTPAIMK U WX (PHIbTpALUU 10 3a/1aH-
HOMY Ha0Opy mapaMeTpoB;

13

[TpoBOUTH aBTOMAaTUYECKUI HENTPEPBIBHBIM MOHUTOPUHT COOBITUI, KOTOPBIE MOT'YT SIBJISATHCS IIPU-
ynHO# peanuzanun [IMB (co3nanue, perakTupoBaHue, 3alUCh, KOMITIIISIHS 00BEKTOB, KOTOPHIE
Moryt conepxatb BII).

14

PeanuzoBaTh MeXaHN3M aBTOMATUYECKOTO aHAJIM3a TAHHBIX PETUCTPALIMH I10 I1abJI0HaM THITOBBIX
nposienieHuit [IMB ¢ apromaTiueckum ux OJOKHMpPOBAaHUEM U YBEAOMIICHHEM aJMUHHUCTpaTopa Oe3-
OTIaCHOCTH;

15

[IpoBOANTH HECKOIBKO BUIOB y4eTa (AyOIMpyIOMNX) C perucTpalieil Bpiauu (premMa) HoCUTenen
uHpOopMannu;

16

OCyIIEeCTBIISITh PETUCTPAINIO BXOa (BBIX0Aa) CYOBEKTOB JIOCTYIA B CHCTEMY (M3 CHCTEMBI), JIHOO
perucTpanys 3arpy3Ku U HHUIIMAIN3aUKA ONEPAIIMIOHHON CHCTEMBI.

17

Ocy1ecTBISTh PETUCTPALIMIO BBIJAUM MTEYaTHBIX (TpaduuecKrX) JOKYMEHTOB Ha «TBEPAYIO» KOIUIO.
B nmapamertpax peructpanuu ykasslBaroTcs (1aTa U BpeMs BblauM (00palieHus K MoJICUCTEME BBIBO-
na), cnenuguKanys ycTpoicTBa BbIIaul — JIOrMUECKOoe UMs (HOMEp) BHEIIHETO YCTPOICTBa, KpaTKoe
coJiepKaHue (HauMeHOBaHue, BU, MUp, KOA) U YpOBEHb KOH(PUICHIIMATIBHOCTH JOKYMEHTa, UJICH-
TU(dUKaTOp CyOBEKTa AOCTYIA, 3aIIPOCUBIIETO TOKYMEHT;

18

OcCyIecTBIATh PETUCTPALIMIO 3aIyCcKa (3aBEepIICHHs) TPOrpaMM U MPOIIeCcCcoB (3aAaHuid, 3a1a4),
IpeHa3HaYeHHBIX JIJIs 00paboTKH 3aluniaemMbIx (aitios. B mapameTpax perucrpaiuu yka3blBatOTCs
naTa v Bpems 3amycka, uMs (MaeHTudukaTop) mporpaMmel (Iporecca, 3a1anus), HIeHTUHUKATOP
cyOBeKTa I0CTyMa, 3aIPOCUBILIETO MPOTpaMMy (TIpoliece, 3a/laHue), pe3yabTar 3amycka (yCIenrHbIH,
HEYCIENTHBIA — HECAHKIIMOHUPOBAHHBIN ),

19

OcCyIIeCTBISITh PETUCTPALIMIO MOIBITOK JOCTYIA MPOTPAMMHBIX CPEJICTB (Iporpamm, MpoIeccoB, 3a-
Jlad, 3a/1aHi) K 3amunaeMeiM (ainam. B mapamerpax peructpaiuu yKa3blBaloTCs 1aTa U Bpemst
HOMBITKY JJOCTYNA K 3alllUIaeMoMy (hailiny ¢ yKazaHUEM ee pe3yJbTara (yCHelHasl, HeyClelHas —
HECaHKIIMOHUPOBaHHas ), MIEHTH(PUKATOP CyOBEKTa I0CTYyMNa, criennuKaIus 3amuiaeMoro daina;
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20

OcCymecTBIATh PETUCTPALMIO MONBITOK JOCTYIAa MPOrPAMMHBIX CPEICTB K CIEAYIOLIMM JOIMOJTHUTENb-
HBIM 3alUIIAeMbIM 00BEKTaM JOCTYIIA: TePMUHANIAM, KOMITbIoTepam, y3iaam cet UCIIIx, miansm (ka-
HaJlaM) CBSI3U, BHEIIIHUM YCTPOICTBaM KOMITbIOTEPOB, IIpOrpaMmMaM, ToMaM, KatajnoraM, (aitiam, 3anm-
CsIM, TIOJISIM 3anuceld. B mapamerpax perucrpaniy ykasbIBarOTCs 1aTa M BpeMsl MOMNBITKH JOCTYIIA K 3a-
HIMIIaeMOMY OOBEKTY C YKa3aHHUEM ee pe3ybTaTa (yCIelIHasi, HeyCIelHasi — HeCAaHKLIIMOHUPOBAaHHas!),
UJICHTU(PUKATOp CYOBEKTa H0CTYNa, CHenU(pHKAIHS 3alUIIAEMOr0 00bEKTa — JIOTHYecKoe uMst (HoMep);

21

[IpoBoUTH y4eT Bcex 3allMIIaeMbIX HOCHTEIECH HHPOPMALIUHU C TOMOIIBIO UX MAPKUPOBKH U C 3aHE-
CEHHEM YYETHBIX JaHHBIX B KypHaJ (Y4ETHYIO KapTOUKY);

22

OcymecTBISTh OUUCTKY (00HYICHHE, 00e3IMIMBAaHIE) OCBOOOKIAEMBIX 00JIaCTEl OlepaTUBHOMN Ta-
MSITH KOMIIBIOTEPOB U BHEITHUX HakonuTelel. OYncTKa OCymEeCTBISIETCS OTHOKPATHON TPOU3BOIIb-
HOM 3aIIMChI0 B OCBOOOX/1aeMyt0 00J1aCTh MAMATH, paHEe UCIIOIBb30BaHHYIO ISl XpaHESHUs 3allIuIIac-
MBIX JTaHHBIX ((haitstoB, HHGOPMAITUN);

B noxpcucreme obecrieueHns 1eIOCTHOCTH

O06ecneunTs LENTOCTHOCTD IPOrPaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a Takxke HEU3MEHHOCTh
IporpaMMHOM cpefbl. [Ipu 3TOM LIeIOCTHOCTD CPEACTB 3aIlUThI IPOBEPSIETCS MPU 3arPy3Ke CUCTEMBI
10 HaJN4KI0 UMeH (uaeHTuukaropon) komnoHeHT C3I1/{H, 1ea0cTHOCTh MPOrpaMMHOM cpebl
obecneunBaercst orcyrctiueM B MCITJIH cpeacTB pa3paboTKy U OTJIAAKH IPOrpamM;

Ocymectisath puzndeckyro oxpany MICII/In (ycTpolicTB 1 HOocuTenel nHpOpMalnu ), IpeycMaTpruBato-
11ast KOHTpoJIb Aoctyna B noMerieHns MICII/IH mocTOpOHHUX ML, HATMYHAE HAISKHBIX IPEMATCTBUN U1
HECAaHKIIMOHUPOBAHHOTO MPOHMKHOBEeHUS B nnomenienus VICTIJIH u xpanumiie Hocutenel nHpopMaluy;

[TpoBoauTh nepuoandeckoe tectupoanue pynkuuit C3I1H npu n3MeHeHnn NporpaMMHON Cpe/ibl U
nepconasa MCI1/In ¢ momonieto TecT-nporpamm, uMutupyromux nonsitku HCJI;

JIOJDKHBI OBITH B HATMYKMHK cpeicTBa BocctaHoBIeHus C3I1/IH, mpemycMaTpuBaronyue BeJCHUE IBYX
KOIUI MPOrpaMMHBIX CPEACTB 3allUThl HH(POPMALIUU, UX EPUOANYECKOE OOHOBIIEHUE U KOHTPOJIb
paboTOCOCOOHOCTH;

[TpoBOAUTH MPOBEPKY IETOCTHOCTH MOYJeH cpeacTBa 3amuThl oT [IMB, HeoOX0AUMBIX i €ro
KOPPEKTHOTO (hYHKIIMOHUPOBAHUS, TIPH €T0 3arpy3Ke C UCIOJb30BAaHUEM KOHTPOJIBHBIX CYMM;

O0ecneunTh BO3MOKHOCTh BOCCTAHOBJICHHS CpeIcTBa 3amuThl oT [IMB, npemycMaTtpuBatoias Bese-
HHUE IBYX KOIMUH MPOrPaMMHOTO CPEJICTB 3aIIUThI, €r0 MEPUOANIECKOE OOHOBIEHHE M KOHTPOJIb pa-
00TOCIIOCOOHOCTH;

PeanuzoBaTh MeXaHU3MBI IPOBEPKH IIEIIOCTHOCTH IMAKETOB OOHOBIIEHUH cpeacTBa 3anuThl oT [IMB ¢
HCII0JIb30BAHUEM KOHTPOJIBHBIX CYMM;

HpOBO,Z[I/ITB PE3CPBHOC KOITMPOBAHUC HI[H Ha OTYYXXJAaCMbIC HOCUTCIIN I/IH(I)OpMaI_II/II/I;
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V |B nmoacucreme aHTUBUPYCHOM 3aIlIUTHI:

[IpoBoauTh aBTOMaTHUYECKYIO MTpoBepKYy Ha Hanum4ue BII wim nocneacteuii [IMB npu umnopre B
1 [MCII[d= Bcex mporpaMMHBIX MOJYJIEH (IIPUKIaJIHBIX IPOrpaMM), KOTOpble MOTYT coaepxats BlI, o + + +
UX TUMOBBIM 1a0JIOHAM U C MIOMOIIBIO SBPUCTHUECKOT0 aHAJIN3a,

2 Peanu3oBaTh MeXaHW3MbI aBTOMAaTHYECKOTO OJIOKHpOBaHUs 0OHapykeHHBIX BII myrem ux ynanenus
13 IPOrPAMMHBIX MOJYJIEH WM YHUUYTOKEHUS;

PerynspHo BeINONHATH (IIpy 11epBoM 3amycke cpeacts 3auuThl [I/[H or [IMB u ¢ yctanaBnuBaemoit
IEpUOJIMYHOCTBIO) IPOBEpPKA Ha IpeaMeT Hainuus B Hux BI;

JomkHa nnunuupoBaThest aBTomatnueckas nposepka UCII/In na npeamer Hanuuus BII npu BbisB-
nenuu ¢axta [IMB;

Peanu3oBaTh MexaHU3M OTKaTa JUisl yCTaHABIMBAEMOro uncia onepaunil yaanenus BIl u3 onepatus-
5 |HOU WM MOCTOSHHOM MaMsTH, U3 TPOTPaAaMMHBIX MOAYJIEH U MPUKJIAAHBIX IPOrPAMM WU MIPOTPaMM- + + +
HBIX CPEJNICTB, cosiepxkamux BII.

6 JononuurensHo B UCII/IH nomkeH NpoBOAUTHCS HENPEPBIBHBIN aBTOMAaTUYECKHIT MOHUTOPUHT UH-
(dbopMallMOHHOT0 0OMEHa ¢ BHEIIHEH CeThIO C 11enbio BblsiBiIeHus BII.

VI |Kontposas orcyrcrus HJIB B I10 C3U

Jist mporpaMMHOro o0ecriedeHus, UcTonbp3yemMoro npu 3amure nadpopmanuu B UCIT/IH (cpencts
3auuThl HHpopMmanu — C3H, B TOM 4Kcie U BCTPOCHHBIX B OOIECUCTEMHOE U IPUKIIQAHOE ITPO-
rpamMMHoe obecnieuenue — [10), nomxeH ObITh 0OecIeYeH COOTBETCTBYIOUINI YPOBEHb KOHTPOJISI OT-
cyrctBusl B HeM H/IB (He nexsiapupoBaHHBIX BO3MOKHOCTEH ).

VIl |O6napyxenne Bropxenuit B UCIIIn

OOHapyxeHue BTOp>KEHHUH JOIDKHO o0ecrnieuynBaThes MyTeM ucnoib3oBanus B coctase ICIIIH mpo-
IrPaMMHBIX WIHM IPOTrPaMMHO-aNNapaTHBIX CPEACTB (cuctem) ooHapyxkeHus Bropxkenuit (COB).

1 HeoOxonumMo 06s13aTebHOE HCTIONb30BaHUE CUCTEMBI OOHAPYKEHUS CETEBBIX aTaK, NCIOJB3YIOLINE
CUTHATYPHbIE METOIbl aHATIN3a

2 HeoOxonuMo 06s13aTebHOE HCTI0Ib30BaHUE CUCTEMBI OOHAPYKEHHS CETEBBIX aTaK, UCIIOIb3YIOLINE
CUTHATYPHbIE METObI aHAJIHM3a U METO/bI BBISIBJICHUS] aHOMAJIUH

VIII |3ammura UCIT /I ot IIDMUH

s 06paboTku nHdopmanuu Heooxoaumo ucnoiszoBats CBT, ynosnerBopsitomue TpeOoBaHUAM
crangaptoB Poccuiickoit @enepanuu no 3IeKTPOMarHUTHOW COBMECTUMOCTH, IO O€30MaCHOCTH U
1 [sproHomuueckuM TpeOOBaHUAM K CpeCTBaM 0TOOpakeHUs HH(OPMAIIKHU, IO CAHUTAPHBIM HOpMaMm, + + +
IpeIbABIAEMBIM K BUIeoAuCIUIEMHBIM TepMuHanaM [I9BM (nanpumep, I'OCT 29216 91, 'OCT P
50948-2001, 'OCT P 50949-2001, 'OCT P 50923 96, CaulluH 2.2.2.542 96).
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IX [Onenka coorBercTBus UCII{a TpeboBanusm 6e3omacuoctu [1/10

[IpoBecTu 00s3aTENBHYIO CepTU(PHUKALINIO (ATTECTAIHIO) TI0 TPEOOBAHUAM 0€30IIaCHOCTH HH(pOpMa-
LY,

JlexnapupoBaTh COOTBETCTBUE WM 00S3aTEIbHYIO CEPTHU(PHUKALUIO (aTTECTAUIO) IO TPeOOBaHUSM

+ - -
Oe3omacHocTH HH(popManmu (TI0 PEMICHUIO OrepaTopa);

[Tpumeuanue: s UCIIH 4 kiacca nepedyeHb Meponpusituid no 3awmure [IJ{H onpenensercss B 3aBUCUMOCTH OT yliepOa KOTOPbI MOXKET ObITh

HAaHECCH B CJICACTBHMH HCCAHKIMOHUPOBAHHOT'O WK HCIPEAHAMEPEHHOI'O JOCTYIIAa K H,HH
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